
The recent allegations involving the News 
of the World and other newspapers 

obtaining personal data by covert means 
emphasise the importance of all organisations 
complying with Data Protection and privacy 
legislation. Failure to do so could lead to 
serious business and legal consequences. 

Many organisations, especially local 
authorities, often have legitimate reasons 
to share personal data about services users 
both internally and externally. This could 
be for, amongst other things, the detection 
of fraud, joined up service delivery or child 
protection.  In May 2011, the Information 
Commissioner published a new statutory 
code of practice on data sharing
http://bit.ly/kUw04X 

The Code explains how the Data 
Protection Act 1998 (DPA) applies to the 
sharing of personal data both within and 
outside an organisation. It aims to provide 
practical advice to the public, private and 
third sectors, and covers systematic data 
sharing arrangements as well as one off 
requests for information.

For years, data sharing has been the 
most common bugbear of anyone working 
within an organisation which processes 
large amounts of personal data. The DPA is 
often perceived as a barrier to data sharing 
despite offering a range of justifications 
(e.g. consent, legal obligation, protecting 
vital interests etc. (Schedule 2)). Local 
authorities, in particular, have often 
encountered great difficulties in deciding 
on the legalities of sharing personal data 
with external partners even if it is for very 
good reasons (e.g. child protection or crime 
prevention). Sometimes their well-meaning 
data sharing has been criticised by the courts. 
In the recent case of H & L v A City Council 
[2011] the Court of Appeal ruled that a local 
authority’s decision to disclose details of an 
individual’s criminal conviction for a child 
sex offence was unlawful and in breach 
of Article 8 of the European Convention 
on Human Rights (the right to respect for 
private and family life). In some cases, even 
internal departments have felt constrained 
from updating each other about a change of 
a service user’s address. 

Many attempts have been made to 

resolve the perceived problem. As far back 
as 1999, the Cabinet Office’s report on 
“Privacy and Data Sharing” tried to tackle 
the issue. Since then, there have been many 
government backed guidance documents, 
proposed changes to the law and initiatives 
from the Information Commissioner. In one 
sense at least, this new code is different. By 
using his powers to issue a statutory code of 
practice (alongside existing codes covering 
employment, CCTV, and fair processing), 
the Commissioner is clearly highlighting 
data sharing as an issue of great importance. 

Under Section 52 of the DPA the Code can 
be used as evidence in any legal proceedings 
and can be taken into account by the courts 
and the Commissioner himself when 
considering any issue.

The Code is arranged into fifteen sections, 
ranging from the legal basis for data sharing, 
to the importance of transparency with data 
subjects and the vital issue of security. The 
weakest link in any security framework is 
when data is moved or shared, a fact the Code 
reinforces. Much of the Commissioner’s 
enforcement activity in recent years has been 
focussed on breaches of security. He has used 
his powers, acquired last year, to impose 
monetary penalty notices of up to £500,000 
to chilling effect against a number of local 
authorities who have lost or mishandled 
personal data. The first such occasion was 
in November 2010, when Hertfordshire 
County Council was fined £100,000 for 
faxing child protection information to the 
wrong fax number. 

A very practical benefit of the new Code 
comes at the end of the main text. For 
organisations wanting to make it easier to 
make their case for a disclosure, two helpful 
templates are provided. The one designed 
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for a disclosure request, especially if used 
unchanged, will be a useful tool. Using this 
form will mean that anyone receiving a 
request for data will have all the facts they 
need to make a decision about whether to 
share. 

The requestor will have the benefi t of the 
Commissioner’s stamp of approval on the 
format of their request. The other template 
sets out the factors the organisation whose 
data is sought needs to consider (and record) 
when deciding whether to provide the 
requested data. Rather than toiling through 
endless redrafts of an information sharing 
protocol that front line staff will never see, 
information sharing partners who agree to 
do no more than use these two forms will 
inevitably fi nd sharing decisions easier 
to make.  In addition to the forms, two 
checklists are provided which outline the 
main questions that must be considered 
before carrying out either routine or ad 
hoc information sharing. These summarise 
intelligently the fulsome detail of the code.

The rest of the Code is useful but 
not revolutionary. The reader who has 
never tussled with a disclosure request or 
information sharing protocol before, will fi nd 
all of the issues intelligently rehearsed at some 
length. Is the disclosure affected by Human 
Rights or confi dentiality considerations? 
Is the method of sharing being proposed 
secure and effi cient? The Code emphasises 
the need for a clearly defi ned purpose for 
the sharing, a justifi cation for each element 
of information that is requested, and for 
appropriate assurances to be provided about 
how information will be used once obtained. 
It also emphasises the need to be aware 
that data subjects can exercise their right 
of access to their personal data, and can 
demand to know what data has been shared, 
where it came from, and whom it has been 
given to.

Adopting the good practice 
recommendations in the Code will help 
organisations to collect and share personal 
data in a way that complies with the law, is 
fair, transparent and in line with the rights and 
expectations of the data subjects. However, 
anyone hoping that this new code will prove 

to be the data sharing “Holy Grail” will be 
disappointed. The Commissioner gives the 
game away in his introduction by stating: 

“This code of practice is inevitably written 
in general terms, providing a framework for 
organisations to make good quality decisions 
about data sharing. The code cannot provide 
detailed advice relevant to every situation in 
which data sharing takes place.”

There is no defi nitive “do this and 
everything will be fi ne” section in the Code. It 
stays safely on the fence for most of the time. 
It suggests but does not dictate. It contains 
options and checklists that will greatly assist 
anyone who already understands the issues, 
but will not get the sceptics over any of their 
psychological hurdles. Anyone who has ever 
phoned the Information Commissioner’s 
helpline to receive a helpful answer that 
nevertheless boils down to “it depends” will 
fi nd that same spirit permeates throughout 
this document.

Someone ultimately has to make the 
decision to weigh up all the relevant factors 
outlined in the Code and decide whether or 
not to share the data. That person, when faced 
with a document that does not (and cannot) 
provide a clear cut answer, may often decide 
to opt for “the safer option” which is to not 
share the data.

The Information Commissioner’s Data 
Sharing Code of Practice will provide local 
authority lawyers and data protection offi cers 
with useful additional guidance.  However 
for anyone who starts from the proposition 
that data sharing is complicated, it does little 
to shake them from that conviction.

A Fair Share: New ICO Code

MORE QUALITY
MORE TUTOR HELP 
REDUCED FEES

Do you want an 
internationally recognised 
qualifi cation in DP or FOI? 

We are one of the UK’s 
leading providers of ISEB 
courses. The changes to 
the ISEB syllabus have 
prompted us to revise our 
course delivery to make it 
even easier for our delegates 
to pass the exam. Our course 
now includes:

- a comprehensive set of 
materials including all 
relevant legislation
- a full three hour mock 
exam which is tutor marked
- live webinars to aid 
delegate study and revision 

In the current economic 
climate we have slashed 
the delegate fee on all our 
ISEB courses by £200 plus 
vat. This fee (£1750 plus 
vat) includes all course 
materials, lunch, the exam 
fee and no hidden extras. 
Our next ISEB courses start 
in London and Manchester. 
We still have a few places 
left: 
www.actnow.org.uk/content/29 

Revised ISEB
Courses

ISEB Revision Package
(£600 plus vat)

Do you have to re sit an ISEB exam? 
Do you need some help with revision?
Are you looking for some exam practice?

Our ISEB Revision package is designed 
to help you prepare to re sit the exam. 

For more Information email us: 
info@actnow.org.uk or goto
www.actnow.org.uk/content/29
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Public authorities often enter into outsourcing and Private 
Finance Initiative (PFI) arrangements with the private sector 

to run services or deliver capital projects. These are often the 
subject of complex requests for information under the Freedom 
of Information Act 2000(FOI). Sometimes the private sector 
will hold the requested information and the public authority will 
have access to it but on restricted terms. The question arises; who 
holds the information for the purposes of FOI? Section 3(2) of 
the Act states:

“For the purposes of this Act, information is held by a public 
authority if-
(a) It is held by the Authority, otherwise than on behalf of another 
person, or 
(b) It is held by another person on behalf of the Authority”

In a recent ruling by the First Tier Tribunal (Information 
Rights) (“the Tribunal”) (Alan Dransfield v IC and Devon County 
Council (EA/2010/0152)) 
(http://bit.ly/pPReHR) the appellant made a request for an 
Operations Maintenance Manual for a school which was built 
and maintained by a private company under a PFI arrangement 
with the council. The contract between the parties required the 
company to maintain and update the manual and give access, upon 
request, to the Council to demonstrate that it had complied with 
this obligation. The contract also contained a strict confidentially 
clause preventing the parties and their employees from disclosing 
anything within the contract and project documents.

The  Council submitted that the Manual was not held by it 
but by the contractor and so was not subject to FOI. It was only 
entitled to access the Manual for the sole purpose of determining 
whether the contractor had complied with its obligations with 
respect to the compilation and maintenance of it. The Council 
had no input into generating the information within it, no control 
over it and no right to disseminate it or deal with it in any other 
way. The Tribunal agreed with these submissions. It ruled that 
the Council did not hold the requested information and has not 
held it at any relevant date and therefore it was not obliged to 
make it available to the Appellant under FOI. It noted though 
that after 2033 the position will change when the Council will 
have direct responsibility for the maintenance of the school and 
will have a full right of access to the Manual. It will then hold the 
information within it for FOI purposes. 

This decision clarifies the question of applicability of FOI to 
information held by contractors under PFI arrangements. In any 
particular case though, care will have to be taken to examine the 
precise nature of the requested information, the basis upon which 
it is held and what rights of access the public authority has to it 
(and to disclose it further). Here the information concerned the 
record of operations and maintenance of the school which was 
part of the company’s internal procedures at this stage (having 
contractual responsibility for the maintenance of the school). The 
only access the Council needed to it was to ensure that it was being 
maintained and even then it was subject to a strict confidentiality 
clause. After 2033, as the Tribunal explained, when the contract 
ended it would need (and have) full access to the Manual and 
would therefore be holding the information within it under FOI.

Let us compare this case to two others decided by the 
Information Commissioner where he held that information held 
by a contractor was held on behalf of the public authority for 
FOI purposes. In a decision involving Leeds City Council (Ref: 
FS50118044) the complainant requested copies of the responses 

given to a market research 
exercise undertaken by Swift 
Research Ltd (“Swift”) on 
behalf of the Council. The 
Council concluded that it 
did not hold the requested 
information, as it only asked 
Swift to provide it with a final 
report and not the completed 
questionnaires. After 
examining the contractual 
relationship between the 
company and the council, the Commissioner concluded that 
the questionnaire responses, but not the names and addresses of 
those taking part, were held by Swift on behalf of the Council. 
Consequently they had to be disclosed by the Council. In particular 
the Commissioner noted that the contract gave the council a right 
to inspect all data produced by the company during the contract 
and to receive hard copies at the end of the contract. 

Therefore, unlike the Dransfield case (discussed above), there 
was nothing stopping the council from requesting the information 
and disclosing it to the applicant subject to considering the FOI 
exemptions.

In another Commissioner decision (Ref: FS50141015) the 
complainant requested information from the Department for Work 
and Pensions (“DWP”) as to whether there were any complaints 
recorded about a doctor employed by Atos, a company which 
provides medical examination services to the DWP in relation to 
individuals claiming certain types of benefits.  The DWP initially 
stated that it held no such information and later added that even 
if it were held by Atos on their behalf it would be exempt from 
disclosure by section 40(5) of the Act, being the personal data of 
the doctors concerned.

The Commissioner found that due to the contractual 
relationship between the parties, complaints information held by 
Atos, if it existed, would be held by them on behalf of the DWP, 
by operation of section 3(2) of the Act.  However he ruled that 
the DWP was correct to rely on section 40 to neither confirm nor 
deny the existence of the requested information as to do so would 
contravene data protection principles.

On the issue of whether the information was held on behalf of 
the DWP, the Commissioner noted that the agreement between 
the parties stipulated that Atos employees can only undertake 
medical examinations, for the purposes of determining state 
benefits, if they remain approved for such by the DWP. In order 
to determine this approval the DWP would, amongst other things, 
have recourse to the type and frequency of complaints collated by 
Atos. The DWP could, at its complete discretion by virtue of the 
agreement, direct Atos to furnish it with any complaints against 
Atos doctors. The Commissioner ruled that the information 
collected and organised by Atos was in effect for the benefit (i.e. 
on behalf) of the DWP to enable them to make a determination 
regarding approval. The fact that Atos also held the information 
for their own purposes did not prevent them also holding it on 
behalf of the DWP.

The question of applicability of FOI to information held by 
contractors is not straightforward. Care will have to be taken 
to examine the precise nature of the requested information, the 
basis upon which it is held and what rights of access the public 
authority has to it (and to disclose it further).

PFI v FOI – Contractors’ Information



4      www.actnow.org.uk                    October 2011

newsletter
Freedom of Information

Act Now continues to push the 
boundaries of training delivery in 
information law and governance. Over 
the past few months we have delivered 
a number of live online courses. No 
struggling on trains, less time away 
from the offi ce and more cost effective 
than face to face training, our online 
courses are proving a big hit with 
delegates  
www.actnow.org.uk/content/91

All courses are live  and fully 
interactive (not mere recordings). Our 
experienced trainers take delegates 
through their presentation just as 
though you were sitting in front of 
them. Delegates see the presentation, 
as well as any other documents the 
trainers use, on their screen in real 
time. Delegates can listen and ask 

questions at any time by phone, 
through their computer’s microphone 
or by instant messaging. Delegates 
can download paper copies of the 
slides and other relevant materials. At 
the end of the course there is usually a 
quiz to complete.

All our online courses are accredited 
by the Solicitors Regulation Authority 
and the Institute of Legal Executives 
for CPD Credits. Delegates can 
download a certifi cate of attendance 
after the event. Forthcoming Courses 
include:
• Protection of Freedoms Bill 
• Cloud Computing & Data Protection 
• Copyright Law
• FOI: An Introduction 
• FOI: An Update 
• EIR: An Introduction 

• DPA: An Introduction
• Handling Subject Access Requests 
• Cookie Law: EU PECD
• FOI and Datasets

Many of these courses are free. Others 
carry a small charge 
(from £10 plus vat). 

Full details: 
www.actnow.org.uk/content/83

LIVE WEBINARS
Training Without the Strain of the Train

The government has sought to 
increase accountability and trust 

with central and local government 
by pursuing a transparency agenda.  
Openness (transparency) is supposed 
to lead to accountability. Once we 
have accountability, then we will have 
trust. 

The Freedom of Information Act 
(FOIA) provides some transparency. 
However, for the practitioner it 
highlights a tension between privacy 
and openness. The tension raises 
questions in three areas. First, there 
is an uncertainty over informant 
rights, which limits accountability. 
Second, the dialectic of disclosure 
emerges as a practitioner, acting on 

behalf of an authority, has to balance 
accountability and privacy.  Third, the 
power of organisational silence can 
limit accountability.  

These are  shaped by an 
organisational culture and the wider 
political culture of the regime.  

The three areas refl ect what 
Seth Kreimer calls an ecology of 
transparency.  An ecology relies on 
three interconnected areas. First, there 
has to be a permanent infrastructure 
of civil servants with integrity and 
internal watchdogs.  Second, there 
have to be opportunities to publish 
and share information Third, there 
has to be a set of civil society actors, 
such as the press or campaign groups, 

that are capable of pursuing prolonged 
campaigns to disclose information.  
Kreimer’s analysis was the whole 
political system. This essay focuses on 
the role of the practitioner within this 
larger system.

Read the full article
www.actnow.org.uk/content/45

Making Power Speak:
FOI from a Practitioner’s View
by Lawrence Serewicz of Durham County Council
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FOI Requests Using Twitter 
Many public authorities, including the 
ICO, have created Twitter accounts to 
communicate with their customers. Does 
this mean that people can use Twitter 
to submit freedom of information requests? The ICO has 
recently answered this question with a guidance note. It 
says…

While Twitter is not the most effective channel for 
submitting or responding to freedom of information requests, 
this does not mean that requests sent using Twitter are 
necessarily invalid. They can be valid requests in freedom of 
information terms and authorities that have Twitter accounts 
should plan for the possibility of receiving them.
The requester’s name
The key requirements for a request are in section 8
http://bit.ly/lMQFAo of the Act. The request must state 
the name of the applicant; our view http://bit.ly/rnLE5Q 
is that this must be their real name.
A Twitter name may not be the requester’s real name, but 
the real name may be shown in their linked profile. If the 
requester does not give their real name, it is technically not 
a valid freedom of information request. Whilst the authority 
may still choose to respond, the requester should be made 
aware that the Information Commissioner will not be able 
to deal with any subsequent complaint.
Their address
The request must also state an address ‘for correspondence’. 
Does this include Twitter names? The length of a tweet 
makes it difficult for the authority to respond fully, but 
there are ways of dealing with this. The authority could 
ask the requester for an email address in order to provide a 
full response. Alternatively, it could publish the requested 
information, or a refusal notice, on its website and tweet a 
link to that.
@mentions
The ICO has also been asked whether a request in a tweet 
that only refers to an authority in an @mention, for example 
@ICOnews, is really directed to and received by that 
authority. The ICO’s view is that it is. Twitter allows the 
authority to check for @mentions of itself, and so it has 
in effect received that request, even though it was not sent 
directly to the authority like an email or letter.
While authorities that have Twitter accounts should be 
prepared to receive freedom of information requests through 
this channel, we encourage requestors to use it responsibly. 
If they do not, the authority could consider using the 
exemptions for vexatious and repeated requests
http://bit.ly/nA7mjG in section 14 of the Freedom of 
Information Act.
Editors Note: Act Now has a Twitter account 
(@ActNowTraining) which you can follow for the latest 
news on information law. Other useful Twitterers include: 
@bainesy1969, @FoIManUK, @tpittpayne and the ICO 
itself @ICOnews

FOI News in Brief 
Empty Properties
A recent controversial decision by the Tribunal Voyias v IC and LB 
Camden (EA/2011/0007) http://bit.ly/oM8uda ordered Camden 
Council to disclose to a former member of the Advisory Service for 
Squatters lists of empty properties meeting certain descriptions. The 
Housing Minister is not happy (see Housing Minister Grant Shapps’ 
condemnation of the judgment as a ‘squatter’s road map’) 
http://bit.ly/oictCn The key points from the decision can be read here: 
http://bit.ly/phHE0R 

Sex Offenders in Schools
In Colleen Smith v IC and Devon & Cornwall Constabulary 
(EA/2011/0006) http://bit.ly/p7mibW, the requester asked for 
information on the number of school teachers in specified towns 
who had been investigated, cautioned and charged under the Sexual 
Offences Act 2003 between January 2005 and November 2007. The 
Constabulary eventually relied on the personal data at section 40(2) 
FOIA. The Tribunal has upheld this decision, albeit for different 
reasons.This decision is worth noting on a number of grounds. The key 
points can be read here: www.panopticonblog.com

Can a Contract as a Whole be Exempt?
The Section 43(2) exemption (commercial interests) is usually 
considered when a request is made for contracts or agreements. The 
public authority often argues that disclosure of some or all of the 
information would harm its or its contractor’s commercial interests. 
This usually involves a line by line analysis of long and complex 
contracts and spending time and resources on considering the 
prejudicial effect of disclosure. In March,  Channel 4 argued before 
the Tribunal (Channel 4 v IC and BSkyB (EA/2010/0134)) that where 
the substantial parts of a long and detailed contract are exempt under 
s.43(2), then the whole contract is exempt. The Tribunal rejected all 
of Channel 4s arguments in support of this position and said that the 
established approach, which requires clause-by-clause consideration 
of the application of exemptions, is the correct one.

FOI/EIR Helpline
Act Now Training provides an FOI/EIR Helpline service. This is 
designed to supplement your internal FOI/EIR expertise by acting as 
a “sounding board” or “signpost service” for you to discuss your FOI/
EIR requests and possible responses. Through the helpline Ibrahim 
Hasan will be available to guide you through the relevant area of law, 
discuss possible exemptions and how to deal with any complaints. At 
a time of increasing pressure on public sector budgets, the Act Now 
FOI/EIR Helpline is the most cost effective solution for your FOI/EIR 
problems. More details at www.actnow.org.uk/content/25

ICO Guidance Index 
The ICO has now launched an A-Z guidance index which replaces the 
document library as a resource for organisations on the website. The 
index is easy to use with clear headings to group the documents together. 
The changes are a direct result of user research which showed that 
people want to view a full list of the ICO’s guidance for organisations 
in one place on the website but that the existing document library was 
too confusing.

FOI Podcast No 26
Ibrahim Hasan’s latest FOI podcast has now been published. It covers 
major decisions of the Information Commissioner and the Tribunal 
over the last six months. You can also read the script for the previous 
podcast. Listen, learn and claim ½ a CPD credit for free: 
www.actnow.org.uk/content/21

FOI Update Workshops
A full workshop examining the latest FOI decisions of the Commissioner 
and the Tribunal will be held in Autumn and Winter in London, 
Manchester, Bristol and Belfast. For full details 
http://bit.ly/fuGyYH
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Does your authority attempt to impose 
clauses in compromise agreements 

preventing signatories from making FOI or DPA 
requests? If so, read here one man’s experience 
and research into such clauses.

Some years ago, a council employee, in 
dispute and soon to lose his job, opted to sign 
a compromise agreement.  The document and 
its terms were placed before him, as a ‘full and 
final settlement’.  All arrangements were funded 
by the employer; independent legal advice was 
given, and the solicitor’s signature secured.  
All legal requirements had been met.  The 
employee’s signature on the dotted line would 
forfeit his right to an Employment Tribunal, 
along with the option to pursue any existing or 
future legal claims against the employer.  All 
appeared to be in order and the employee’s pen 
hovered.

But an extra clause had been inserted, 
compelling him to forgo his right to submit any request 
under the Freedom of Information Act 2000 or the Data 
Protection Act 1998 – from that day forward, not apparently 
restricted to this employer.  This very particular “gagging 
clause”, perhaps in use for the first time, had been devised 
by the local authority’s legal team.

It was a difficult decision to make even without this, and 
much rested upon it.  In addition to the loss of his job and the 
personal upheaval, there was now an underlying legal poser 
to wrestle with, “Can I successfully contract out of my FOI 
/ DP information request rights?” But the deal was soon 
done, and a promising career was cut short, the pain eased 
slightly by the payment of a small ‘redundancy’ amount.

Such was the life-changing power in the hands of a 
consensus of council top brass, brought together for the 
closing chapter of a bitter and entrenched dispute, spanning 
almost 3 years.  With a failed raft of trumped up disciplinary 
charges recently behind them, careful steps were now being 
taken to save face and reach agreement.  Confidentiality 
shrouded everything.  The employee, a family man with 
young children, knew he wouldn’t be welcomed back.  
Blowing the whistle had lost him his livelihood.  He’d faced 
a stark choice: sign here, and accept what’s on offer, or sign 
there, fortnightly at the job centre.  Concede, or take your 
chances at an employment tribunal in the New Year, where 
the outcome will be a lot less certain.

And come January, once the situation had calmed and 

the adrenalin levels had dropped, another question came to 
the forefront.  “What would the legal consequences be of an 
approach to the council for information?” This was where 
the Information Commissioner’s Office (ICO) first went 
onto the record:
“If your former employer refused to deal with your 
requests they would be likely to be in breach of the above 
legislation....... However if you exercise your information 
request rights there may be consequences such as legal action 
for breach of contract. Whether the clause you mention 
is a fair contract term would depend on the particular 
circumstances involved and the nature of the agreement you 
signed.”
The special gagging clause in use here had provided a 
unique twist, pressing the ICO into declaring an unusual, 
double-edged stance.

I decided to conduct some ‘WhatDoTheyKnow’ research 
into this, which began when snow covered the ground.  I 
approached 345 English councils, requesting annual totals 
for compromise agreements and FOI / DP related gagging 
clauses – drawn up in circumstances of dispute, grievance 
or whistle-blowing.  I discovered a rising trend with time, 
and to date, have unearthed 4,397 agreements, equating to 
an average of 15 per council over the last 6 years.  As for the 
clauses, unlike the January snow, they were extremely thin 
on the ground.  Where they do exist, they’re a ‘fail-safe’, 
used to supplement the one in general use - which follows a 

FOI and Local Authority Gagging Clauses

Continued on page 7
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more established path: to deter signatories from discussing 
their workplace woes at career end and beyond.  There 
is always a threat of “clawback” – whereby an employee 
breach would involve the employer suing for the return 
of the full amount received in settlement.  In a victory for 
one-sidedness however, the penalty for a post agreement 
employer breach remains elusive, possibly mythical.  The 
only parties generally permitted to know about the existence 
and wording of such agreements are the employee’s direct 
family, professional advisers, and the tax people.

There is at least one agreement however, where the 
gagging clause in use pushes the bounds of confidentiality 
to the extreme. Back in November 2008, a social worker 
(let’s call him Mr X) blew the whistle on his council 
employer.  After being let down by the Audit Commission 
and CSCI (later the Care Quality Commission), he turned 
to the press.  His gagging clause was specific and cost the 
council £500.  They also handed over £44,500, and aimed to 
prevent him from discussing with ANY third party, an entire 
range of whistle-blowing concerns.  The detail of these was 
shameful: financial abuse of disabled tenants – amounting to 
the unlawful deduction of £500,000 from 16 of the council’s 
most vulnerable residents over several years; an ongoing 
refusal by senior managers to acknowledge that the practice 
was unlawful and should cease, and a campaign of bullying 
and abuse of power.   

The council’s behaviour towards its own tenants has 
since been ruled as disability discrimination by the Equality 
and Human Rights Commission.  An apology was issued to 
Mr X for proven management bullying.  Worryingly, if he 
had ‘stayed bullied’, and not breached the gagging clause 
by going to the press, the public would never have known of 
the scandal; the council’s failure to act; its lurch to secrecy; 
the public money squandered and the protection gained by 
drafting a compromise agreement.

Upon signing such an agreement, from the employee’s 
perspective, an onerous double layer of security descends.  
They are told on the one hand, that they cannot take a 
specified action, and on the other, that they cannot reveal the 
existence of the agreement itself.  The effect: a hidden pact, 
funded by public money, draws a veil over the placing of a 
dubious gag, and potentially, details of the most deplorable 
behaviour.

It’s neat, it’s effective, and it’s going on everywhere.  
But how many information governance professionals in 
the public sector would think such an approach reasonable, 

lawful, enforceable, or morally justified?  Is the levelling 
of the FOI / DP gag ultra vires (not within the power of 
the council)?  Does the tactic sit well with publicly-
funded bodies, amid their ongoing claims to openness 
and transparency?  Or is it an impulsive lunge towards 
institutionalised reputation management, done to conceal 
at all costs, and to make damn sure the employer emerges 
unscathed, with whatever’s hidden never seeing the light of 
day?  In the Mr X case, was there a collective sigh of relief 
as the ink dried on the paper, as foul conduct and a multitude 
of publicly-funded sins were swept under the carpet?
Central Government and the unions regard compromise 
agreements and gagging clauses as justified, through the need 
to cut legal costs, avoid tribunals, and conserve public funds.  
The process is also dressed up as ‘supporting employees’.  
With free legal advice on tap, how could employees claim 
ignorance of the process and its consequences?  They can 
walk away with a financial settlement for their troubles, and 
grasp the opportunity for a fresh start.

But this can be at extreme personal cost.  Mr X had his 
life turned upside down, and was hospitalised due to the 
stress he had been placed under.  Not surprisingly, he holds 
a different view, “Compromise agreements should only be 
used in business sensitive cases.  They should never be used 
to suppress issues in the public interest.  They are consistently 
used as a reputation management tool and are an abuse of 
power.”  In Mr X’s case, the gag had a thoroughly chilling 
effect.  The reasonable step of seeking legal advice would 
have breached his agreement.

At the time of writing, under threat of litigation led 
by Hugh Tomlinson QC, one of the councils has recently 
withdrawn the FOI / DP gagging clause and restored the 
ex-employee’s rights.

The Independent on Sunday reported in September 2010 
that convicted felon Glenn Mulcaire’s agreement contained 
a hidden indemnity by the now defunct News of the World 
to pay his legal fees.  

Last month, the payments were confirmed, but once 
out in the open, quickly terminated by News International 
– although an agreement to cover his damages wasn’t 
stopped.

“Paul Cardin is a campaigner for open government.  
He writes a blog     (FoILed_Again?) at 
www.easyvirtualassistance.wordpress.com - written 
from the viewpoint of an often frustrated member of the 
public.  Follow him on Twitter (@eVirtual_Assist)”

Continued from page 6

FOI and Local Authority Gagging Clauses
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Information law is now widely accepted as an area of 
specialism for lawyers. This fascinating and fast-moving 

subject is unique in that it interests more non lawyers than 
lawyers. I am thinking of the hundreds of information 
governance professionals (DP and FOI offi cers) in both the 
public and private sector who regularly deal with and advise 
upon diffi cult requests for information.

Every month there are approximately forty decisions of 
the Information Commissioner and ten decisions of the First 
Tier Tribunal (Information Rights) (formerly the Information 
Tribunal) under the Freedom of Information Act 2000 (FOI). 
Information Law is not just about FOI though.  Other areas 
of law often intertwine with it including data protection, 
the Environmental Information Regulations, surveillance 
law and other statutory rights of access to information. It is 
often a struggle to keep up to date with new cases and latest 
developments. Getting hold of reports of pertinent decisions 
can sometimes be diffi cult and time consuming. One can 
subscribe to various blogs, newsletters and Twitter feeds 
but it is easy to miss a signifi cant case. 

11KBW (barristers), in conjunction with Justis Publishing, 
have just launched the UK’s only Information Law 
Reports service. This provides the fi rst and only systematic 
repository of full reports covering information law cases 
from 2001 onwards in all courts and tribunals including the 
First Tier Tribunal, the Upper Tribunal, the High Court and 
the higher appellate courts, as well as relevant cases from 
other specialist tribunals. The reports are edited by Timothy 
Pitt-Payne QC, Anya Proops, and Robin Hopkins who are 
members of 11KBW’s Information Law Practice Group. 
Most notable cases in the last fi ve years have involved Mr 
Pitt Payne’s team.

The service is very easy to use and does not require any 
technical know how. The reports are searchable through the 

full text of each case, parties, subject or headnote. 
All the subscriber has to do is type a keyword or 
words and the database does the rest. Searches 
can also be combined with other Justis law 
reports series (separately subscribed). Results also 
bring up the related articles on cases, although a 
separate subscription is required to read these. The 
reports will be indexed on Justis’s sister service, 
the provider-neutral JustCite citator and search 
engine. They can be saved as a pdf or downloaded 
and printed off.  A printed volume is also published 
annually.

On the whole, I think this is an excellent 
resource. I would certainly recommend it to 
lawyers and practitioners who need to produce 

detailed advice and need ready access to the latest cases.
For most practitioners, the reports may provide more 

detail than is required or which time permits to read. An 
option to read a short pithy commentary on each case 
explaining the salient points would help those who just 
want to know the gist of a case. What would also be useful 
is an email alerter service to draw subscribers’ attention 
to newly decided cases. Tags and common search terms 
(e.g. salaries, expenses, disciplinary information) on the 
left of the main page it would the save subscriber’s time 
and provide an alternative to the keyword search. A “What 
Others Are Searching For” and “What’s New” section 
would also improve the user experience.

The price of the service depends on the platform used 
and the number of users in an organisation. Justis are happy 
to provide prices on application, starting at £700 per annum, 
with the bound volume set at £200. In a time of fi nancial 
constraints though, when most authorities are looking 
to reduce their library expenditure, this may be a luxury 
that those interested may fi nd diffi cult to justify to budget 
holders. This is especially so when there are lots of free 
resources out there. For example the excellent Panopticon 
Blog www.panopticon.com also produced by 11KBW, and 
my own FOI podcast series www.informationlaw.org.uk. 
Having said that, if you have the budget, I would say that, 
rather than buying books and journals which go out of date 
quickly, this product is much better value.

The free trial is well worth taking up before a decision is 
made. If you decide to subscribe Justis are offering a 10% 
discount on the annual electronic subscription rate to Act 
Now newsletter readers. Please mention Act Now Training 
when getting in touch with them. Contact details below: 
Tel: +44 (0)20 7284 8080 - Email: sales@justis.com

Freedom of Information

Information Law Reports by Justis Publishing 
http://bit.ly/q7kz9n 
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Freedom of Information

There is now a fair amount of jurisprudence on what 
constitutes a vexatious request under section 14(1). 

The Tribunal has previously (in Rigby v the Information 
Commissioner and Blackpool, Fylde and Wyre Hospitals 
NHS Trust EA/2009/0103) approved the Information 
Commissioner’s Guidance (last updated in December 
2008) which states that if a public authority wants to deem 
a request as vexatious, it must make a reasonably strong 
case that it can answer yes to more that one of the following 
questions:

• Whether compliance would create a significant burden in 
terms of expense and distraction
• Whether the request was designed to cause disruption or 
annoyance
• Whether the request had the effect of harassing the public 
authority or its staff
• Whether the request could otherwise fairly be characterised 
as obsessive or manifestly unreasonable
• Whether the request had any serious purpose or value?

Duke v IC and University of Salford (EA/2011/0060 26th 
July 2011) is the first appeal against a public authority that 
decided to refuse requests for information in a wider context 
of a substantial number of FOI requests being received 
during a specific period from different people. The public 
authority believed the requests were, to a significant degree, 
associated with each other. It is the FOI equivalent of 
concluding that these multiple, associated requests amount, 
in effect, to a Denial of Service attack (DOS) in Internet 
terms.

The Appellant, a dismissed former employee, was 
believed to be behind a concerted campaign of FOI 
requests to Salford University. Between October 2009 and 
February 2010, the University received over 100 requests 
for information, submitted by 13 individuals, mostly via 
the WhatDoTheyKnow.com website. Some of the requests 
had been made under pseudonyms. Compare these figures 
to those for the whole of 2008 when the University had 
received 117 requests submitted by 78 different requestors. 
The Appellant and other requestors also distributed 
satirical literature and maintained websites critical of the 
University. 

In the light of the context of the Appellant’s requests and 
his concerted campaign together with others, the Tribunal 
upheld the ICO’s findings, It is interesting to note that the 
Tribunal and the Commissioner gave weight to the fact that 

the first request which “kicked things off” (and many of the 
subsequent requests) were made via the WhatDoTheyKnow.
com website. Whilst this in itself cannot be evidence of 
someone being vexatious, the Tribunal seems to have 
concluded that the purpose of using the site was to encourage 
associates of the Appellant to make requests.

At Paragraph 82 of the Decision Notice the ICO stated:
“It cannot therefore be coincidental that [the Appellant] 

has used this facility and has immediately been followed by 
a number of others, some of whom are known associates. 
The use of FOIA requests in this fashion, noting also the 
use of pseudonyms, may fairly be characterised as an abuse 
of the right of access to information provided at section 1 
of the Act.”

So whilst WTDK is still a legitimate way of making FOI 
requests, public authorities who are inundated with requests 
from different people via the same site, may wish to (when 
deciding whether a request is vexatious) check the site to see 
if there is any explicit or implicit encouragement to others 
by the requestor to make requests and if there is an upsurge 
in requests as a result. These issues may, in the light of the 
above case, be legitimately taken into account in deciding 
whether any request is vexatious.

The above case and the Commissioner’s guidance states 
that in considering whether a request is vexatious a public 
authority can take account of the context in which the 
request was made. 

However care must be taken to not place too much weight 
on the context of the request and thus giving insufficient 
consideration to the particular request. Sometimes even 
a previously vexatious requestor can make a legitimate 
request!
In Gardner v IC and Nottingham City Homes Limited 
(EA/2011/0054) http://bit.ly/q0l35q the Appellant, a 
tenant of Nottingham City Council, requested information 
about public expenditure on neighbouring council flats. He 
suspected that more money had been spent on the upkeep of 
other properties than on his. The Commissioner found that, 
given the context and history of the requests, the Appellant 
was vexatious. The Appellant had a made a number of 
complaints and was the subject of litigation and a court 
injunction.
The Tribunal disagreed that this particular request was 
vexatious. It found that there had been too much focus on 
the history of relations with the Appellant and a resultant 
failure to consider the particular request on its merits, which 
did on this occasion have a serious purpose.

Vexatious Requests, Context and DOS Attacks
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Access to information about the deceased requires 
application of the section 41 exemption (breach of 

confi dence). The leading Information Tribunal decision on 
this issue (Bluck v Information Commissioner and Epson and 
St. Helier University Hospitals NHS Trust Appeal Number: 
EA/2006/0090 17 September 2007) concerned the disclosure 
of medical records to the deceased mother without the consent 
of the deceased’s’ husband.  
The Trust’s decision to deny access was based on section 41 
FOI i.e. that a duty of confi dence was owed to the deceased 
was upheld by the Commissioner and the Tribunal.  Both 
ruled that the duty of confi dentiality extends beyond death. 
If the information was disclosed there was, in theory at least, 
an actionable Breach of Confi dence which would allow the 
personal representatives of the deceased to sue the Trust. 
In O’Hara v Information Commissioner (EA/2010/0186 
30th March 2011) the question was whether the Ministry 
of Defence (“MOD”) was entitled to refuse the Appellant’s 
request for certain information about a particular member of 
the Armed Services (“the Subject”), who died in 1943, on the 
grounds that it was exempt by virtue of section 41.
The information which the MOD withheld (“the Withheld 
Information”) was:
(a) The Subject’s occupation prior to joining the Armed 
Services in 1942. 
(b) His home address. 
(c) The name, address and relationship of his next of kin. 
(d) Any information relating to medical boards attended by 
the Subject. 
(e) The Subject’s religion.
The Commissioner, following the Bluck decision, was satisfi ed 
that any information about the Subject’s medical boards 
constituted confi dential information that had been obtained 
from him in circumstances giving rise to an obligation of 
confi dence and that the legal right of action to prevent its 
unauthorised disclosure would have survived the Subject’s 
death.

He also concluded that the MOD would not have been able 
to show that the public interest in disclosure exceeded the 
public interest in maintaining the Subject’s confi dentiality, so 
as to give rise to a public interest defence. On these bases 
the Information Commissioner concluded that the section 41 
exemption applied to any information the MOD held regarding 
the Subject’s medical boards and that it had therefore been 
entitled to refuse disclosure.

The Commissioner applied the same considerations when 
assessing the rest of the Withheld Information. He acknowledged 
that it was not as sensitive as medical information and that in 
some respects it might be regarded as innocuous, particularly 
as 60 years had passed since the Subject’s death by the time 
the request for information was made. However he concluded 
that it would have been of suffi cient personal signifi cance to 

the Subject still to be treated as confi dential and had been 
acquired by the MOD in circumstances giving rise to an 
obligation of confi dence. To the extent that it was necessary 
to prove detriment in the case of personal information the 
Information Commissioner considered that the loss of privacy 
itself satisfi ed the requirement. The Tribunal agreed with the 
Commissioner’s approach and upheld the decision.
Each case has to be considered on its merits and context. See the 
ICO decision involving The National Archives (FS50101391) 
where the complainant requested information from The 
National Archives relating to the 1911 census schedule. The 
National Archives withheld the requested information, relying 
on the exemption under section 41 (Breach of Confi dence). 
The Commissioner decided that this was wrong since the 
information requested did not have the “necessary quality of 
confi dence” about it. It comprised the names of the individuals, 
their relationship to the head of the family, age, occupation, 
marital status, birthplace and nationality. This was not the type 
of sensitive information which was also captured in the 1911 
census such as health or infi rmity. Had it been the latter then 
it would have warranted protection even though the subjects 
may well be dead at the time the request was made.

The Commissioner was mindful of the fact that some of 
the requested information such as the name, address, age, 
and marital status of the individuals concerned is publicly 
available through researching the registers of births, deaths 
and marriages. 

Other information on the face of the relevant census schedule 
such as the occupation and nationality of the individuals is not 
available to the public at large. However, the Commissioner 
did not consider that an individual’s occupation or nationality 
would normally be of such sensitivity as to give rise to an 
expectation of privacy. Although such information is not 
published or otherwise in the public domain, the Commissioner 
did not consider that the release of this less sensitive 
information would normally constitute an infringement of 
the privacy of the individuals concerned. It cannot therefore 
attract the protection of the law of confi dence.

Perhaps the difference between the two cases is that the 
former involved information which had been gathered by the 
MOD about a soldier in its employ where there was reasonable 
expectation of privacy whilst the latter involved information 
gathered as part of a census where the subjects knew that at 
some stage some of the information would be available to 
researchers and historians.

FOI and the Deceased
Freedom of Information
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Personal Data - 
Caselaw Roundup
Anonymised Statistics
Section 40 often comes into play where public authorities 
receive requests for disclosure of statistics. There have been 
a number of decisions on this issue. The Commissioner has 
always maintained that truly anonymised statistics are not 
personal data and so section 40 cannot be used to exempt 
disclosure. The test of whether statistics are truly anonymised 
is whether members of the public could reasonably identify 
the subjects by cross-referencing them with information or 
knowledge already available to them. 

On 20th April 2011, the long awaited judgment in the 
‘abortion statistics’ appeal (Department of Health v IC [2011] 
EWHC 1430 (Admin)) http://bit.ly/mNFXS8 was handed 
down. The Department refused a request for detailed statistics 
on the number of late-term abortions carried out on prescribed 
grounds. It relied on s. 40 FOIA, basing its case on the risk 
that, given the ‘low cell counts’ in these categories, the 
relevant patients and/or doctors might be identified by those 
sufficiently motivated to do so. The Commissioner found 
that these statistics were not personal data. The Information 
Tribunal agreed with the Department that they did constitute 
personal data, but was not satisfied that s. 40 was effective, as 
there was insufficient risk of identification.

On the Department’s appeal to the High Court, Cranston 
J agreed with the Commissioner that these statistics are 
not personal data. The judgment http://bit.ly/mNFXS8 is 
interesting to those interested in the concept and extent of 
‘personal data’ under s. 40 FOIA and the DPA – especially 
when looking at the grey area of statistics or other anonymous 
data which is rooted in or derived from other data which is 
more overtly personal. The judgment is also essential reading 
for anyone grappling with the application of the leading House 
of Lords decision on this subject, Common Services Agency v 
Scottish Information Commissioner [2008] UKHL47, [2008] 
1 WLR 1550 (‘CSA’) discussed in episode 20.

Cranston J adopted the majority reasoning in that case of 
Lord Hope which can be paraphrased as follows. The definition 
of personal data under s. 1 DPA provides for two means of 
identification: either from the data itself (inapplicable in the 
case of anonymous statistics) or from “from those data and 
other information which is in the possession of, or is likely to 
come into the possession of, the data controller”. Lord Hope’s 
approach to situations such as this is to ask: does the ‘other 
information’ (if provided to the hypothetical member of the 
public) add anything to the statistics which would enable 
them to identify the underlying individuals? If the answer is 
no, the statistics are not personal data. The underlined words 
are important: if identification can be achieved from the 
‘other information’ in isolation (rather than when added to the 
statistics) then the statistics themselves are truly anonymous, 
and are not personal data. The statistics in this case failed Lord 

Hope’s test, and were thus not personal data.
Cranston J’s conclusion was that the Tribunal had been 

correct to conclude that the data was ‘truly anonymised’ – but 
it had erred in treating this as personal data which had been 
truly anonymised. The Department contended that, because it 
held the underlying identification data, the abortion statistics 
remained personal data in all circumstances.

Cranston J rejected this submission, stating that: “If that 
were the case, any publication would amount to the processing 
of sensitive personal data…  Thus, the statistic that 100,000 
women had an abortion in a particular year would constitute 
personal data about each of those women, provided that the 
body that publishes this statistic has access to information 
which would enable it to identify each of them.  That is not 
a sensible result and would seriously inhibit the ability of 
healthcare organisations and other bodies to publish medical 
statistics”.

Disclosure of Salaries
In June, the ICO ordered the Cabinet Office (Reference: 
FS50347053 20 June 2011) to disclose the names of 24 
public sector workers who earn more than £150,000. This 
followed a request for information to the Cabinet Office who 
had previously withheld the information on the basis that the 
individuals did not consent to their details being released and 
so the disclosure would breach one of the data protection 
principles and so was exempt under section 40(2).

Where the data subject has not expressed consent to the 
disclosure of their personal data the Commissioner considers 
the following principles when considering fairness:
• Non- expression of consent is not absolutely determinative as 
to whether the data subject’s personal data will be disclosed.
• It also remains important to still consider whether it would 
be reasonable for the data subject to object to the disclosure

The Commissioner noted the information disclosed would 
not reveal an exact salary paid. He went on to state that those 
who receive some of the highest salaries in the public sector 
should expect certain information on their public or work life 
to be made public, including details of their remuneration. 
Public policy has been clearly articulated in terms of greater 
transparency for public expenditure (including salary 
information) for many years. He found that there is a 
widespread expectation that those earning over £150,000 in 
the public sector will be named as earning over that amount. 
The Commissioner ruled that disclosure was fair and lawful 
and any expectation of privacy on the part of the subjects was 
not reasonable.

Freedom of Information



12       www.actnow.org.uk           October 2011

newsletter

Environmental Information Regulations 

EIR news in brief

Inspection & Personal Search Will Not Die
The backwash from the Personal Search hoo-hah (or was 
it a kerfuffle?) continues, with a few more squabbles 
between councils and applicants being settled in favour 
of the applicant. One interesting consequence of the firm 
conclusion that the EIRs effectively allow free inspection of 
data comes in a decision involving Powys County Council 
(FS5038224), where the answer to an applicant’s question 
could be found in the Definitive Map, free to inspect in 
office hours. The applicant said that he couldn’t attend the 
Council’s HQ, and demanded copies.

So what do the EIRs say? Well, as the map is routinely 
available, it’s “reasonable” for the Council to stick to that. 
So, the more information you put on your website or behind 
the counter, the less EIRs you have to process. Not a new 
message, but one every public authority should remind itself 
of now and again.

Meanwhile, a trade body representative whose name 
we think we can guess took Hartlepool Council to 
the Commissioner to split a few hairs.(FER0375260). 
Hartlepool’s land charges service takes around four days to 
turn around a request, whereas a request for personal search 
data took 18 days. Fine, you’re thinking. They did it in the 
time limit. But the problem is, you don’t have 20 days. The 
EIRs say you should respond as soon as possible, and in 
any case no later than 20 days after receipt. The good news 
is that the Information Commissioner accepted that it was 
legitimate for EIR requests to be handled by the FOI officer, 
and be subject to a different set of checks and time pressures 
than those faced by the land charges team. So Hartlepool’s 
general approach was found to be correct. 

However, because Hartlepool’s FOI officer had better 
things to do with their time than account for every moment 
of their day (you may spot a bit of editorialising here), they 
could not explain exactly why the request had taken 18 
days. Because they could not prove they had done it as soon 
as possible, the ICO found that they had not. 

It’s Occasionally Grim up North

Despite the fact that we’re still reading personal search 
decisions, we still think that that the most boring EIR 
request ever has to be this one: “The complainant submitted 
a request to South Ribble Borough Council (‘the Council’) 

for copies of correspondence that the Council had exchanged 
with another individual regarding a hedge”. There’s clearly 
something in the water in Lancashire, as Lancashire County 
Council had a lively EIR in June about a fence, while South 
Ribble have also been in the wars over an altercation between 
a car and a council lawnmower. Such weighty matters make 
Act Now’s local government refugees really nostalgic for 
the old days. The Lancashire decision (FS50321352) is 
helpful in again hammering home the point that requests 
about land, what you do on or to the land, are always EIR.

How to do a Commercially Confidential Refusal
If you read only one EIR decision, read this one: a request 
for information about the bond that the operators of landfill 
must have in place (FER0317507). If things go wrong, the 
Environment Agency claims the bond money to put things 
right. An applicant wants the bond details for a controversial 
landfill (the Decision Notice author is a bit coy about where 
the site is). The Environmental Agency had a full house 
when it came to refusing – a brace of EU regulations making 
it clear that landfill operators are entitled to commercial 
confidentiality, legitimate and concrete concerns expressed 
by the operator themselves about the disclosure, and solid 
public interest arguments. You can’t magic up arguments 
of similar strength to hold onto something inconvenient, 
but what this decision shows is the precise and methodical 
approach required to refuse under the EIR’s commercial 
exception.

• Prove the information is commercial in nature (the 
information was generated after detailed commercial 
negotiations)
• Show it’s subject to legitimate legal confidentiality (the 
regulations governing landfill allow for confidentiality)
• Establish that confidentiality required to protect a 
legitimate economic interest (disclosure would show their 
costs to everyone else)
• Set how that confidentiality would be adversely affected 
by disclosure (disclosure would damage their commercial 
position)
• Show how the public interest is in favour of withholding 
(disclosure has already revealed what the landfill operator 
has committed to do, just not how much it will cost them to 
do it, and they will be damaged by disclosure).

Every refusal involves the clearing of a succession of 
hurdles, but this one shows more than most quite how 
many jumps are involved. If you’re refusing in a planning 
or procurement case under the EIRs, read this case, write 
down the headings as above, and do the job as thoroughly 
as the EA did here.
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Providing good quality safety information for your staff 
has never been more important. In the current climate 

of cuts and service restrictions, tensions may rise. It is 
vital that the use and sharing of information about violent 
incidents or abuse is fair, proportionate and controlled. 

Act Now’s policy and procedure guide to warnings covers 
the Data Protection, Human Rights and Confi dentiality 
issues thrown up by the need to balance adequate health 
and safety for staff with the requirement to handle data 
responsibly and fairly. The guide provides a clear set of 
options for how warnings should be shared, what level of 
information should be available, and what safeguards need 
to be in place.

With Slough Borough Council losing its case at the 
Court of Appeal in December 2010 (page 12) for a 
disproportionate use of warnings data, the Warning Marker 
guidance is an essential addition to your approach to health 
and safety. www.actnow.org.uk/content/81

Violence Warning Marker Guidance 
A policy and procedure guide 

Following the Information 
Commissioner’s fi ne of £100,000 
upon Hertfordshire County Council, 
now is the perfect time to raise 
awareness of the dangers of using 
the fax machine to send sensitive 
personal data.

To help you do this, Act Now 
Training has designed an A3 colour 
poster which can be put up next to 
every fax machine. This will prompt 
staff to think carefully about what 
they are doing and to check they 
have the right number.

To order your poster(s) (£1.50 
each plus vat) please go to our 
website: www.actnow.org.uk/contact/

Don’t forget to state how many posters you would like.

Fax Awareness Posters

The Information Commissioner is now using his powers 
to fi ne; media interest in data protection stories has never 
been higher, and the public’s expectations remain as 
strong as ever. With email, blogs, Twitter and Facebook 
at their fi ngertips, sensitive information can go airborne 
before you even know it. 

Meanwhile, with pressure on spending, posts going empty 
and perhaps even DP people going as well, the ability 
to keep on top of a Data Protection landscape that never 
stops changing may be diffi cult to achieve. The Act Now 
Policy and Guidance Pack will help your organisation 
deal with all this. 

The Policy and Guidance Pack is designed to cover 
a range of Data Protection issues and challenges in one 
document. From decisive policies that will defi ne your 
corporate approach to a range of simple procedures, 
agreements and guidance, the aim is to provide a stack 
of documentation ready for adoption, but fl exible enough 
to be adapted for your needs. You can put them in place 
now, you can completely rewrite them, or we can adapt 
them for you. Plug the gaps or clear the decks and use 
them all, it’s up to you.

As the current UK cost of two faxes sent to the wrong 
place is currently £100,000, the Act Now Policy Pack 
could be your best investment. 
More details: www.actnow.org.uk/content/82

Data Protection
Policy and

Guidance Pack 
Data Protection and

Information Security Resources
for your organisation 

Courses in Bristol
Act Now is running more Data Protection, Freedom of 
Information and Information Sharing Courses in Bristol 
with Philip Bradshaw in the Winter/Spring 2011 Season. 

For more information please see: 
www.actnow.org.uk/courses/city_Bristol
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Data Protection

The case of the email and internet policy and now the 
social media policy whether or not the individual is at 

home or at work.
 
Firstly a small but interesting ET decision. Gosden vs 
Lifeline Project.

Mr Gosden was employed by a charity that worked with 
drug-users in prisons. In October 2008, Mr Gosden sent an 
offensive email from his home computer to a colleague, 
who worked for HM Prison Service which was racist and 
sexist in content and encouraged the recipient to pass it on 
to others. A colleague forwarded the e-mail on to the work 
computer of a colleague and HMPS then became aware of 
the email.

Mr Gosden was suspended from work and following 
various delays, formal disciplinary proceedings were 
commenced against him for gross misconduct. Mr Gosden 
was found guilty of potentially damaging Lifeline’s 
reputation and breaching its equal opportunities policy. As 
a result, he was summarily dismissed. Mr Gosden appealed, 
arguing that the conduct concerned took place outside work 
time. He also felt that the investigation was incomplete. 
Having failed to succeed in his internal appeal, Mr Gosden 
brought claims in the Employment Tribunal for unfair and 
wrongful dismissal. The Tribunal dismissed the appeal. 

The most recent case however looks at whether an 
employee’s inappropriate use of Facebook after an incident 
at work led to her dismissal. 

Miss Preece was employed by JD Wetherspoons plc as 
a shift manager at the Ferry Boat. She was aware of the 

company’s policies which said that employees should not 
write or contribute to a blog, including Facebook, where 
the content lowers the reputation of the company or its 
customers, and the company reserved the right to take 
disciplinary action where this occurred. Miss Preece was 
knew that she could ring an emergency number for support 
of a manager at any time. 

In May 2010, Miss Preece and a colleague were subjected 
to “a shocking torrent of verbal abuse and physical threats” 
by a group of people, particularly two customers known as 
Brian and Sandra. Miss Preece was threatened with a cane 
and, as a result of their behaviour, asked them to leave. The 
tribunal hearing decided that Miss Preece dealt with the 
situation correctly. 

In the early evening several phone calls were received 
from someone said to be Brian and Sandra’s daughter:
• In the first call, Miss Preece was told: “Get your f***ing 
P45 ready because you’re out of here”.  
• In the second call, Mr Ainsworth was asked to “put that 
slag of a manager on the phone”.  After Miss Preece took 
the call, she was called a “snide bitch” and abused further.  
• In the third call, Miss Preece was called a “whore” and to 
“get her P45 ready”.  
• In the fourth call, the woman was threatening, stating: 
“Tell that fat f***ing slag of a manager I know where she 
works, what car she drives and tell her to watch her back the 
snide f***ing bitch”. 
Around 6.30pm, Miss Preece began a Facebook discussion 
by making an entry that consisted of the words “f*** off, 
f*** off, f*** off”. A conversation between her and work 
colleagues that included a discussion of the events with 
Brian and Sandra earlier that day. At one point, Miss Preece 
wrote, in reference to Sandra: “F***ing hag! Hope her hip 
breaks”. She later named the customers by posting, “Sandra 
and Brian barred ha ha ha!” At this point, the two customers 
had not been barred, merely asked to leave the pub. Miss 
Preece was on duty throughout the entire Facebook 
discussion.

On 7 June 2010, the company received a complaint from 
Leslie Roach (Sandra and Brian’s daughter) about Miss 
Preece’s Facebook entries of 24 May 2010. Ms Roach was 
concerned about the “offensive comments”, which had been 
made public, and that Miss Preece hoped that her mother’s 
hip would break. The company began an investigation, 
during which Miss Preece admitted that her actions were 
in breach of company policy. However, she argued that her 

The Dangers of Social Networking 
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privacy settings meant that her Facebook messages would 
have been seen only by between close friends, rather than 
all her friends. She also stated, in mitigation, that she had 
been subjected to abusive telephone calls 

A disciplinary hearing was held in respect of allegations 
that Miss Preece had failed to comply with company policy 
and had lowered the reputation of the organisation, and that 
her actions had led to a fundamental breakdown in trust and 
confidence. Miss Preece conceded that her actions were not 
acceptable, and she was dismissed for gross misconduct. 
She appealed on the basis that the mitigating factors she 
had put forward, namely that she had been under “severe 
pressure and provocation” were not given consideration, 
and that she had not mentioned the company or the name 
of the pub in her entries. 

The appeal officer upheld the original decision. He was 
clear that the Facebook comments were identifiable as 
being about work, and that they were not as secure as Miss 
Preece claimed, given that they had been picked up by a 
customer. Miss Preece claimed unfair dismissal. 

The tribunal found that the company believed that Miss 
Preece had committed an act of gross misconduct, and that 
it had reasonable grounds. It also found that the company 
had carried out as much investigation into the matter as 
was reasonable in all the circumstances. 

The tribunal found that Miss Preece’s Facebook 
activities were, regardless of her belief about the privacy 
of her communications, in the public domain. The tribunal 
stated that, under the European Convention on Human 
Rights, Miss Preece has the right to freedom of expression, 
but the company’s actions were justified in view of the risk 
of damage to its reputation. 

The tribunal also found that the disciplinary and appeal 
officers had taken Miss Preece’s mitigation arguments 
into account, and that her Facebook entries did not reflect 
her upset and anger at the situation, citing the fact that the 
discussion took place over a lengthy period of time and 
well after matters had calmed down. 

The tribunal stated that, although this was a case where 
it may have been more inclined to award a final written 
warning to Miss Preece than dismiss her, that opinion was 
irrelevant for the purposes of deciding her unfair dismissal 
claim. 

It found that Miss Preece had been fairly dismissed. 
LTT of this case are that mitigating factors are no justification 
or excuse for an employees misconduct. Secondly a robust 
policy on use of social media will go a long way towards 
safeguarding an employer’s position over misuse of social 
networks.

This case highlights the importance for an employer of 
having a robust social media policy as the use of Facebook 
and other social media sites continues to increase.
Ensuring that a robust social media policy is incorporated 
into an employee’s employment contract is essential as a 
new generation of employees are using social networks 
both at home and at work.

The Tribunal found the company had passed each stage 
of the test laid down in the previous case of British Home 
Stores Ltd. v. Burchell 

The employer (BHS) suspected, but could not prove at 
the time of the dismissal, theft (essentially shoplifting) by 
staff in a B.H.S. store. The tribunal held that the dismissal 
was fair. The test for whether the dismissal was fair was

1. That the employer held the belief that the employee was 
guilty.
2. That he had reasonable grounds on which to sustain 
belief.
3. That he had carried out as much investigation as 
reasonable in circumstances.

The test is not objective, and the employer need only be 
satisfied on balance of probabilities.

What does this mean for you?
Although this is only an Employment Tribunal decision, and 
therefore it is not binding on other Tribunals, it is a useful 
insight in to the deliberations of one Tribunal on the topical 
issue of social media and its impact on the workplace.

It is encouraging for employers that the Tribunal was 
ready to accept that the employee’s actions on Facebook 
were sufficiently close to her employment to justify 
dismissal. Would the Tribunal’s decision would have been 
different if Miss Preece had posted the comments at home 
rather than at work. It seems not.

Another key issue is the Tribunal’s emphasis on the 
provisions in the company’s Handbook relating to “E-mail, 
Internet and Intranet”, and its finding that Miss Preece’s 
had been well aware of the relevant rules prior to the 
incident. Although the Tribunal did not say so expressly, 
it seems likely that it would have been less inclined to 
find the dismissal fair, if there had been grey areas in the 
company’s rules on online conduct or Miss Preece had not 
been made aware of the rules.

Employers need to look at how social media is covered 
in their IT & data security policies and that they have a 
properly drafted social media policy that you can rely on in 
these type of situations.
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Oh yes it could. 

There have been a growing number of undertakings signed 
in the Education sector. Most are for simple breaches of 
common sense security but it’s not much fun for your 
head teacher or Chief Executive to have to sign such an 
undertaking or for the school to be the subject of a story 
like this one. Remember all such documents are in the 
public domain and nosey journalists (or even good ones) 
can find out about them with a simple search on the 
Commissioner’s website.

Here’s a few you may not have picked up on.

Bay House School in Hampshire breached the Data 
Protection Act after the personal details of nearly 20,000 
individuals, including some 7,600 pupils, were put at risk 
during a hacking attack on its website. The hack happened 
in March and involved one of the school’s pupils exposed 
pupils’ names, addresses, photographs and some sensitive 
information relating to their medical history.

A member of teaching staff at Surbiton 
Children’s Centre Nursery had her bag stolen 
outside of the nursery’s premises. The teacher 
had taken the documents and unencrypted 
memory stick off the premises in order to 
continue working at home. It has been noted 
that the data controller has taken a number of 
steps to minimise the impact of the breach.

Freehold Community School in Oldham has been found 
in breach of the Data Protection Act after the overnight 
theft of an unencrypted laptop from a teacher’s car. 

Norwich City College has breached the Data Protection 
Act by dumping sensitive personal information relating to 
around 80 students in a campus skip.

The theft of an unencrypted laptop from Cherubs 
Community Playgroup in Coventry which contained 
personal data concerning 47 families who used the 
playgroup, Sensitive personal data on the laptop consisted 
of ethnicity of the children attending the playgroup. The 
playgroup is located in a publicly used building and  the 
laptop was stolen out of playgroup hours, from the  office 
where it had been left under the desk.  

The theft of an unencrypted laptop computer containing 
sensitive personal data about the Asperger’s Children & 
Carers Together clients. The computer was kept at the 
home of an employee and was stolen, with other items, 
in a household burglary at Christmas 2010.  Enquiries 
revealed that the data controller’s policies and procedures 
did not comply fully with the Act’s requirements and 
the Commissioner’s guidance about security of data on 
portable devices. The data controller was co-operative with 
the Commissioner’s enquiries and has since put in place 
various new measures, including encryption of personal 
data. 

St James Primary School Bolton
An incident about the theft of a teacher’s bag containing 
an unencrypted memory stick which was the teacher’s 
personal property. It contained 26 pupil reports and one 
Common Assessment Form featuring sensitive service 
details for one pupil, including their medical history and 
special needs. 

Aberdare Girls’ School has signed a commitment to 
improve its freedom of information practices following 
concerns over the school’s handling of a Freedom of 
Information (FOI) request.

The complainant requested information regarding the 
legal costs and legal advice given to the Governing Body 
in relation to a Judicial Review it had defended concerning 
the exclusion of a pupil for refusing to remove a religious 
bangle. The request was sent on the 6th March 2009. On 21st 
May the Governing body replied refusing the information 
on the grounds that it was “privileged information”. 

Later on The Governing Body refused the request citing 
sections 12, 14, 21, 31, 32, 41, and 42 of the Act but not 
explaining how they applied. (Can you remember all of 

Data Protection

Data Protection in Schools in the news
(or it couldn’t happen to me)
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those sections without looking them up?)

The case ended up with the Commissioner and in December 
2010 after information notices and appeals to the tribunal 
a 43 page decision notice was issued which showed the 
Commissioner’s displeasure.

The Commissioner has also been active in this area. On 
his pages for young people he tells them that they can use 
DP to access the exam process.

“If you’ve just received your marks, you may be interested 
to find out more about how you’ve been marked, and the 
comments made about you and your exam paper. You may 
even want to make an appeal against a mark you’ve been 
given. 

The Data Protection Act gives you the right to see 
information that’s held about you. This means you can 
request information about you and your exam performance, 
including your mark, comments written by the examiner; 
and minutes of any examination appeals panels.”

He’s also looking into developing more resources to get 
DP and privacy issues into schools.

The importance of data privacy and access to official 
information should be embedded in the formal education 
process, the Information Commissioner’s Office said today, 
as it launched a research project to explore ways of getting 
information rights issues covered in primary and secondary 
education systems in the UK.

The research project (http://bit.ly/qW03ze) aims to 
ensure that young people are aware of the threats to their 
privacy and how to protect themselves, understanding the 
practical and legal safeguards that can help them. The project 
will also explore how young people can be encouraged to 
exploit the increasing availability of public information to 
their advantage.

The ICO has already led a number of initiatives aimed at 
reaching young people including a youth area on its website 
(http://bit.ly/r2gTG7), a data protection DVD for secondary 
schools, a presence on online community games website 
Habbo Hotel, and an annual student brand ambassador 
campaign. However, expert opinion suggests that these 
initiatives have only limited chances of success unless the 
education of information rights becomes a more mainstream 
component of a young person’s formal education.

Research undertaken as part of law firm Speechly Bircham’s 
youth data protection campaign ‘i in online’ has found that, 
of over 4,000 young people questioned, 88% of secondary 
school respondents and 39% of primary school children have 
a profile on a social networking site.

Despite this, 60% of respondents hadn’t read the privacy 
policies of the networking sites they use, 32% didn’t know 
what a privacy policy was, and 23% said they didn’t know 
where to find it.

Firstly and the cheapest is an hour long on line course 
that covers the basics of Data Protection and Freedom of 
Information. These run every month and are just £20 per 
person.

They cover 
- Definition of personal data 
- Fair Processing Notices
- Images of Children 
- Rights of individuals including subject access
- What is a FOI request 
- Deadlines, fees and exemptions
- Recent cases and decisions and large fines.

Secondly if you’re a LEA or Children’s Services or you’ve 
been asked to research into Data Protection and Freedom 
of Information Training we can come to your premises and 
deliver a half day course on DP & FOI to 25 delegates for 
a flat fee including travelling expenses, course materials 
and attendance certificates for each delegate. You could 
offer two such courses in a day. Our popular DP and FOI 
course for schools is now available to Councils, LEAs and 
Children’s Services to be delivered in house. The course 
will help you answer the above questions and cut through 
all the jargon. The course lasts 3.5 hours and covers both 
Acts in detail. There are case studies and video to enhance 
the learning experience. The training can also be tailored 
to meet your specific needs. You supply the training room 
and the electricity, we do everything else.

Finally we can come to your school or college and conduct 
a full day compliance audit of your information handling, 
analyse your performance, deliver training and develop 
policies for you. We call it an Information Rights Day for 
Schools

Before the day
• Pre-visit questionnaire
• Review of existing policies
• Review of notification
• Review of Publication Scheme
• Review of website compliance with DP
On the day
• DP / FOI Briefing for staff and Governors
• Physical and IT security risk assessment
• Information Asset & Risk Register
• Briefing for students on online security and safety 
Included in the price: 
• Data Protection Policy
• Email & internet acceptable use policies
• FOI procedure
• Social media policy for staff and pupils
• Posters on mobile, internet and IT security
• Materials on online and mobile security

Please contact us if you would like the course tailored 
specifically to meet your needs

Services for schools
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Data Protection Round up
DP short stories

Lots of good videos some in Norwegian but part of big 
project to inform the young people of the EU about DP 
issues. http://www.theiinonline.org/

Facebook’s facial recognition
Software could break the law!
What do you think about Facebook’s new facial recognition 
software? Creepy and uncomfortable or useful and cool? 
Well – senior officials in Germany have decided that the facial 
recognition software breaks both German and European 
law.  Germany is very strict on personal information after 
such information abuse was widespread during the Nazi 
regime.

You may not have tried the feature yourself, but it uses 
facial recognition technology (such as eye distance and 
shape) as a way to match newly uploaded photos with 
suggestions of the names of those of who to tag them in.

Senior officials have asked Facebook to shut down the 
software in Germany as the information on the faces of 
Facebook users is stored without the person’s consent.  The 
law says that normally a company has to ask a user if they 
want their information stored or not and then they are not 
allowed to store it if the person says no.  Facebook does 
not ask this, but goes ahead and stores the information.  
Facebook’s defence is that users are allowed to change their 
settings to opt-out.

Facebook has been given two weeks to draft a response 
and then German officials are going to seek legal action 
through the European Union.

Got GPS on your phone? – read this!
One company in the US is now offering a child tracking 
service to parents. The monitoring can be done through a 
mobile app installed on the child’s Smartphone and it can, 
for example, provide parents with GPS coordinates of where 
the phone is at any given time.

Parents would also be able to read text messages sent 
or received by their kids and what photos have been taken 
with the phones inbuilt camera. All of this is possible thanks 
to the co-operation agreement that the app provider signed 
with mobile networks providers. The obvious and most 
likely main use of the app will be safety as it gives parents 
the piece of mind of knowing where their kids are.

Secondary usage of the technology that the monitoring 

app is using is driving safety as the phone is shut down when 
driving so no text messages or phone calls can be made). 
Also, if connected with a persons credit card, the banks 
could start using the GPS localisation to confirm that the 
purchases are made at the same location as the Smartphones 
current position thus working as an anti-fraud measure.

The app sends out random messages to the monitored 
phone about the monitoring activities that the handset is 
subjected to. This is to ensure that the technology is not 
misused and installed on people’s phones without their 
knowledge. The data collected by the app is also regularly 
disposed off, with retention periods varying between 7 to 
30 days.

In the European Union, the localisation data is considered 
personal data and as such is protected by the EU Data 
Protection Directive. It will be still some time before similar 
services are offered e.g. in the UK.

ICO offers advice on security
http://bit.ly/oZu9eo 
And about time too! The link above takes you to an 
unfortunately entitled Top Tips about the security measures 
to take to protect the personal data you hold? Sections 
on computer security, using emails securely, using faxes 
securely and V like shredding and of course Training.

Much of it is part of the grandmother /egg interface but 
at least it’s there. Further links take  you on to encryption 
and their  Data Protection Good Practice Note on Security 
of personal information dated 2007.

Further links to http://www.getsafeonline.org/ with 
some useful information and quite a good privacy policy. 
Labelled a good source of advice in plain English on security 
from a government and business sponsored website.
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While you’re browsing the ICO website there’s plenty of 
stories about recent data losses and security breaches. A 
Direct link is http://bit.ly/oyga10 with archives going back 
to early January 2009.

Erasing David
This is an 80 minute film made by David Bond who decides 
to find out how much of our personal information is floating 
around, by disappearing for a month and setting two of the 
world’s top private investigators the task of tracking him 
down, using only publicly available data. When he receives 
a letter informing him that his daughter Ivy is among 25 
million residents whose details have been lost by the 
government’s Child Benefit Office, he begins a journey that 
will see him hounded across Europe.

David soon discovers some alarming truths about what 
the government and private companies already know about 
ordinary citizens.

The film is not free but has an intriguing licensing system 
that suggests that community groups can buy it cheaper than 
large multinationals. It also is downloadable from itunes. A 
trailer is available on the web at http://erasingdavid.com/ 
where there are many interesting comments about privacy 
in the UK. www.goodscreenings.org/films/5/info/

When is an unsubscribe not an unsubscribe
It’s annoying to get email from some obscure train company 
whose website you once use to book a ticket especially as 
they required you to register but it’s worse when you keep 
getting emails even though you’re unlikely ever to go to 
that part of the UK again. What makes it excruciating is to 
unsubscribe to have to remember the password you used 
when you signed up for that once in a lifetime ticket. So you 
remain on their list. Is this fair processing? Discuss.

Attacks online lead to student crackdown
Students at Scottish universities are being disciplined for 
posting comments critical of lecturers and coursemates on 

Facebook and Twitter. 
Details obtained by 
Scotland on Sunday  
under Freedom of 
Information legislation 
show some universities 
are actively monitoring 
social networking sites 
and growing numbers 
of students are being 

reprimanded for their misuse. Other institutions are relying 
on complaints from students or staff, however, before taking 
action.

The cases uncovered include that of a student who 
received a severe reprimand for making offensive comments 
on Twitter about a university’s Islamic prayer room and 
those who use it. In another, three students were given a 
written warning after making inappropriate comments on 
Facebook about one of their lecturers. While complaining 
about dull lectures, heavy workloads and the growing cost 
of higher education has long been common among students, 
it seems more and more are turning to social networking as 
a way of doing it.

At Abertay, there had been no cases of students being 
disciplined for the misuse of Facebook or Twitter before 
2011. However, this year has seen one student receive 
a severe reprimand and be forced into writing letters of 
apology after they made a “derogatory comment” about the 
university, naming staff members in the process.

At Robert Gordon University in Aberdeen, five students 
have been disciplined for inappropriate use of Facebook 
over the past two years. In one case, a student had to repeat 
the module he or she was studying and was forced to write 
a “reflective account” of their conduct.

At Glasgow Caledonian University, a student admitted 
posting three messages online which used abusive language 
towards a fellow student. He too received a severe reprimand 
and was required to write a letter of apology, as well as sign 
a formal undertaking that there would be no repeat of the 
incident.

Queen Margaret University and the University of the 
West of Scotland also recorded cases related to Facebook 
in the last two years.

While some universities admitted to monitoring their 
official Facebook page and Twitter feed, most said they 
relied on cases of misuse being reported to them.

Strathclyde University said: “There have been no 
students brought before the Senate Discipline Committee 
for inappropriate use of social networking sites such as 
Twitter or Facebook.

Record Fine for Council Data Breach
The ICO served Surrey County Council with a monetary 
penalty of £120,000 for a serious breach of the Data 
Protection Act on 9 June after sensitive personal information 
was emailed to the wrong recipients on three separate 
occasions.

The most significant of the three incidents, took place 
on 17 May last year. A member of staff working for one 

Data Protection Data Protection Round up continued...
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of the council’s Adult Social Care Teams emailed a file 
containing sensitive personal information relating to 241 
individuals’ physical and mental health to the wrong group 
email address.

Commenting on the news, the Information Commissioner 
Christopher Graham said that “this case should act as a 
warning to others that lax data protection practices will not 
be tolerated.”

Three Prosecuted Over Illegal Data Thefts

The ICO has taken action against three individuals who have 
been found guilty of illegally obtaining personal information 
relating to thousands of people across the UK.
The first conviction was against Martin Campbell
http://bit.ly/isq9bD a former employee of the Bury-based 
personal injuries company Direct Assist. Mr Campbell is 
thought to have obtained personal data relating to around 29 
patients who had received medical treatment at Prestwich 
or Moorgate Primary Care walk in centres, both based in 
Bury. This information was then used to generate leads for 
the personal injury claims company he was working for at 
that time.

At a hearing on 1 June at Bury Magistrates Court Mr 
Campbell pleaded guilty to the charges brought against him 
before being ordered to pay a £1,050 fine, £1,160 towards 
prosecution costs, and a £15 victims’ surcharge.

In another case, two more convictions were secured 
against two former employees of UK mobile operator T-
Mobile for stealing customer data from the company and 
selling it on in 2008. The accused, Darren Hames and David 
Turley http://bit.ly/isq9bD were ordered to pay a total of 
over £73,700 in confiscation costs as part of a hearing at 
Chester Crown Court on 10 June.

The case is the first time that the ICO has applied for and 

been granted the use of confiscation orders, a power under 
the Proceeds of Crime Act.
Commenting on the news, Information Commissioner, 
Christopher Graham, said: “Those who have regular access 
to thousands of customer details may think that attempts 
to use it for personal gain will go undetected. But this case 
shows that there is always an audit trail and my office will 
do everything in its power to uncover it.”

What Price Privacy? The ICO Calls for Action
As the police investigation into phone hacking scandal 
continues to gather momentum, a number of high-profile 
figures have referred to the ICO’s special reports to 
Parliament in 2006, which uncovered the widespread illegal 
trade in personal information.

What Price Privacy? and its follow-up report What Price 
Privacy Now? were the culmination of more than three years 
work by the ICO into the unlawful trade in confidential 
personal information involving private investigators and 
journalists. The investigation began in 2003 with a raid at 
the house of private investigator Stephen Whittamore. By 
2006, the ICO had used the evidence obtained in this raid to 
link the criminal activities of Mr Whittamore to many of the 
UK’s top media outlets.

At the time the previous Information Commissioner, 
Richard Thomas, called for the introduction of a two-year 
jail term to deter those convicted of unlawfully trading in 
personal information. Christopher Graham continues to call 
for a custodial penalty as a necessary measure to tackle this 
unlawful trade.

The Information Commissioner, Christopher Graham, 
has recently put across the ICO’s position in a range of media 
interviews, including Newsnight, the Today Programme 
and Sky News.

ICO Audits
For the first time the ICO has published details of audits 
carried out with private sector companies: Nationwide 
Building Society, Google Inc. and the financial services 
company GE Money Home Lending. These are the first 
executive summaries from private sector organisations to 
be published on the ICO website.

The audits carried out with Nationwide Building Society 
and GE Money Home Lending are also the first audits to 
receive ‘green’ or high assurance audit opinions. A number 
of areas of good practice were identified in the audits, 
including data protection governance procedures, the data 
protection training offered to staff and the security of 
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personal data held electronically.
A copy of these audit summaries along with details 

of other audits recently carried out with organisations 
including the Highways Agency can be found on the audit 
page http://bit.ly/ojuUb0 of the ICO website. This page 
also has details of follow up audits where the ICO has gone 
back to organisations to check on progress following the 
original audit report.

ICO Warning to NHS

The Information Commissioner has warned the health 
service that it needs to do more to keep patients’ personal 
information secure. The warning came as a further five health 
organisations were found in breach of the Data Protection 
Act. The Information Commissioner’s comments can be 
found in full on the ICO website http://bit.ly/qhJzNd

Banks and Subject Access Requests
The ICO is reminding banks that they must continue to 
handle subject access requests in a timely manner following 
a surge in demand for personal information. A number of 
high profile decisions - including the recent ruling around 
the mis-selling of Payment Protection Insurance - have lead 
to a large increase in the number of subject access requests 
received by many of the UK’s leading banks.

The ICO is now seeking reassurances from the banking 
sector that they will continue to meet their obligations 
when responding to subject access requests. This includes 
responding to such requests within the time frame of 40 
calendar days, as required by law.

The ICO has produced guidance http://bit.ly/prrCXe for 
organisations explaining how they should handle requests 
for personal information. This can be found on the ICO’s 
website.

DNA Samples Retained By the Police
In a recent Supreme Court case, GC & C v the Commissioner 
of Police of the Metropolis http://bit.ly/n0xhdX two 
individuals challenged the police’s retention of their DNA 
samples and fingerprints.

The Court found that the Association of Chief Police 
Officers’ (ACPO) guidelines, which prescribe that biometric 
data of unconvicted individuals should be indefinitely 
retained other than in exceptional circumstances, are 
unlawful as they do not comply with Article 8 of the 
European Convention on Human Rights (ECHR) covering 
the ‘Right to respect for private and family life’. The Court 
granted no other relief to the appellants and made no order 
for the appellants’ biometric material to be destroyed. 
Lord Dyson, delivering the leading judgement, made clear 
that it is the responsibility of Parliament to introduce an 
appropriate solution to ensure that the retention of biometric 
data complies with Article 8 of the ECHR.

In February the government outlined proposals in the 
Protection of Freedoms Bill aimed at addressing these 
concerns. The Information Commissioner welcomes a more 
proportionate approach to the retention of unconvicted 
individuals’ biometric data and will continue to work with 
the Home Office and police to ensure the collection and 
retention of DNA related information complies with data 
protection requirements.

Who Has the ICO Caught in Last three months? 
http://bit.ly/nOVYaN 
Not quite accurate as he doesn’t 
roam the streets looking for data 
breaches but a nice compilation 
of recent cases.

Privacy and Electronic 
Communications Regulations
The Information Commissioner 
has opened a consultation on 
updated monetary penalty 
guidance after new powers 
to tackle the most serious breaches of the Privacy and 
Electronic Communications Regulations (PECR) came into 
force on 26 May 2011. Under the new legislation, the ICO 
can serve monetary penalties of up to £500,000.

The ICO is consulting on its draft statutory guidance 
which sets out the criteria that must be met before a civil 
monetary penalty can be issued. The guidance will be added 
to the ICO’s existing monetary penalty guidance which 
applies to the Data Protection Act.

The consultation - which began earlier this month - is 
open until 27 September. Further information can be found 
on the consultations page (http://bit.ly/6FoaLO) of the ICO 
website.

Data Protection Round up continued...
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The Protection of Freedoms Bill is currently going 
through Parliament. It contains measures that will curtail 

local authorities’ powers to carry out surveillance under the 
Regulation of Investigatory Powers Act 2000 (RIPA) and 
to deploy surveillance cameras (both CCTV and ANPR). 
We have discussed these in detail in the last two issues of 
this newsletter see www.actnow.org.uk/content/23 Briefly 
these are:
• Chapter 2 of Part 2 of the Bill (clause 37 and 38) will 
amend RIPA so as to require local authorities to obtain the 
approval of a magistrate for the use of any one of the three 
covert investigatory techniques available to them under 
RIPA. 
• An approval will also be required if an authorisation to use 
such techniques is being renewed. 
• In each case, the role of the magistrate is to ensure that the 
correct procedures have been followed and the appropriate 
factors have been taken account of. 
• A new section 23A will be added to Chapter 2 of Part 1 of 
RIPA. An authorisation or notice to obtain communications 
data from a CSP shall not take effect until a magistrate has 

made an order approving 
it. 
• The Home Office Review 
also recommended that 
where local authorities 
wish to use RIPA to 
authorise Directed Surveillance, this should 
be confined to cases where the offence under investigation 
carries a custodial sentence of six months or more.  
• This recommendation is to be put into effect by an order 
made under RIPA itself (section 30(3)(b) of RIPA).

These changes come less than a year after the previous 
government’s revised RIPA codes of practice came into 
force. Ibrahim Hasan presented a paper in the Summer 
to Northumbria University’s Information Rights Law 
Conferences. He examined these changes and asked whether 
they are “a sledgehammer to crack a nut”.

 If you would like a copy of Ibrahim’s paper please 
e mail: info@actnow.org.uk 
More detailed anaylsis of the changes in the Protection of 
Freedoms Bill can be found at: www.actnow.org.uk

Changes to Local Authority
Surveillance Powers:  A Sledgehammer? 

Simon Mckay
Oxford University Press
http://bit.ly/o7ivoN
Price: £95 

I first came across mention of this book early in 2009 so, as 
the author readily admits in the preface, it is long overdue. 
Having said that it was worth a wait for a “surveillance law 
anorak” like myself.

As the title suggests the book does not just cover the 
law and practice of surveillance. It offers a comprehensive 
review of the law governing all covert policing activities, 
undertaken by law enforcement agencies. It sets out the 
framework within which covert policing operations should 
be planned and managed to enable practitioners working 
for either the defence or prosecution to consider the 
legality and propriety of evidence obtained in cases where 
covert policing resources have been deployed, including 
applications for Public Interest Immunity. Chapters include 
the law on property interference, entrapment and interception 
of communications as well as a good discussion on covert 
policing tactics. 

The book is not just for the police or lawyers. There 
is much in it which will appeal to other public bodies 

that have a law enforcement or regulatory role especially 
local authorities.  It provides a thorough explanation of 
the different types of surveillance under the Regulation 
of Investigatory Powers (RIPA) as well as the concept of 
privacy underpinning these as set out in Article 8 ECHR. 
Extensive reference is made to European caselaw as well 
as domestic caselaw which sheds light on the difficult areas 
such as admissibility of evidence and the courts attitude 
to breaches of RIPA and Human Rights. The author looks 
in depth at cases before the Investigatory Powers Tribunal 
and the various arguments raised or which could have been 
raised. This is particularly useful as these decisions are not 
always publicised.

The author also explains the law on the taking of pictures 
and private surveillance and its admissibility in court. He 
critically assesses the law and identifies vulnerabilities and 
anomalies which practitioners could develop and use during 
the course of legal arguments.

This is really useful as there is little discussion of these 
difficult subjects elsewhere. At £95 this hard back book 
provides good value for anyone looking for an in depth 
explanation of the law and relevant cases on this difficult 
topic. Many other books in this area simply repeat or reprint 
the legislation. 

Book Review - Covert Policing: Law and Practice
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Act Now Training is pleased to announce that version 
3 of the RIPA Forms Guidance Manual has now been 
published. It has been fully revised in the light of the 
new RIPA Order and Codes of Practice, which came 
into force on 6th April 2010. The Home Office forms 
still make reference to the old codes. Our forms are 
reproduced with references to the new codes.

Version 3 (April 2010) of the Guidance includes each 
RIPA form with:

• Detailed notes on how to complete each section
• References to the new RIPA Codes and Order
• References to the OSC Procedures & Guidance

Other useful documents including:
• A detailed briefing note on the new RIPA codes & the 
changes they make to the local authority RIPA regime
• Revised colour flowcharts to help officers decide what 
type of surveillance they are undertaking
• A list of common mistakes to avoid
• A suggested template form to be used when doing non 
RIPA surveillance, not available elsewhere

For more details: http://www.actnow.org.uk/content/26

You can also download an evaluation version. 
A Scottish version (RIPSA) is also avaiable. 
There is a 33% discount for those of you who 
bought earlier versions.

RIPA Forms Guidance 
Manual  (version 3) 

As I explained in my recent article the Protection of 
Freedoms Bill http://bit.ly/ginEXs currently going through 
Parliament, aims to amend the Regulation of Investigatory 
Powers Act 2000 (RIPA) so that local authorities will soon 
only be able to authorise Directed Surveillance where they 
are tackling “serious crime” i.e. an offence which carries a 
term of imprisonment of six months or more.

The Government says this will stop local authorities doing 
directed surveillance for tackling “minor offences” such as 
dog fouling and littering.

But will it?

The Government has forgotten to do any thing about section 
80 of RIPA which says that RIPA is permissive legislation. 
This point was explained more fully by the Investigatory 
Powers Tribunal in the case of C v The Police (Case No: 
IPT/03/32/H 14th November 2006 

 “Although RIPA provides a framework for obtaining 
internal authorisations of directed surveillance (and other 
forms of surveillance), there is no general prohibition in 
RIPA against conducting directed surveillance without RIPA  
authorisation. RIPA does not require prior authorisation 
to be obtained by a public authority in order to carry out 
surveillance. Lack of authorisation under RIPA does not 
necessarily mean that the carrying out of directed surveillance 
is unlawful.”

This means that the changes in the Protection of Freedoms 
Bill will not make surveillance for dog fouling and littering 
unlawful. All it will mean is that such surveillance will not 
have the protection of RIPA (the defence in section 27). 
Local authorities will still be able to do it as long as it is 
necessary and proportionate in accordance with Article 8 
(ECHR).

This point is made by the Office of Surveillance 
Commissioners (OSC) in its latest report (2010/2011):
http://tinyurl.com/3qh67eu

“The higher threshold in the proposed legislation will 
reduce the number of cases in which local authorities have 
the protection of RIPA when conducting covert surveillance; 
it will not prevent the use of those tactics in cases where 
the threshold is not reached but where it may be necessary 
and proportionate to obtain evidence covertly and there will 
be no RIPA audit trail. Part I of RIPA makes unauthorised 
interception unlawful. In contrast, Part II makes authorised 
surveillance lawful but does not make unauthorised 
surveillance unlawful.”

The proposed changes to RIPA will not, as is intended, 
curtail the powers of local authorities to do surveillance. They 
will still be able to do it for “minor offences” but without 
the protection of RIPA. Crucially though the OSC will not 

Changes to RIPA - 
Will they have the desired effect?

be able to oversee such surveillance as it falls outside the 
scope of RIPA. This actually weakens the safeguards against 
abuses of surveillance powers.

I would welcome colleagues’ thoughts on this reasoning.
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Scan, Listen and Learn 
 

Tired of reading long articles? 
 

Give your eyes a rest 
 

Be smart - use your Smartphone 
 

Scan the QR code sit back and listen 
 

The Dead Can’t Sue But… 
 

Access to information about the deceased requires application of the section 41 
exemption (Breach of Confidence). A duty of confidence extends beyond death. 
 

(2 minutes 43 seconds)  

Help! I have a request from WhatDoTheyKnow.com 
 

Can a request made via the WhatDoTheyKnow.com website be deemed to be 
vexatious? The latest Tribunal decision on this topic offers some hope. 
 

(2 minutes 19 seconds)  

My Salary – My Privacy 
 

Where a public sector employee objects to the disclosure of his/her salary details, does 
the public authority still have to disclose the information? 
 

(1 minutes 44 seconds)  

The News from Channel 4 
 

Does a public authority have to analyse contracts line by line to claim the section 43 
exemption (commercial interests)? 
 

(54 seconds)  

Education, Education, Education 
 

The latest news on what the Information Commissioner is doing to promote and 
enforce FOI and DPA in schools. 
 

(2 minutes 1 seconds)  

Mr Gove – Leave Them Emails Alone! 
 

Last Month, The Financial Times reported that the Department for Education had 
claimed that private emails "do not fall within the FOI Act" and are not searchable by 
civil servants. What is the legal position? 
 

(34 seconds)  

FOI Podcast No 26 (Sep 2011) 
 

Listen to the latest episode of the UK’s only FOI podcast which contains all the above 
stories and much more. 
 

(18 minutes 24 seconds)  
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