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Section 40 provides an exemption from 
disclosure of personal data about the 

requestor as well as that of third parties. With 
regards to the latter, the public authority 
must show that disclosure would breach 
one of the data protection principles. In 
Bryce v IC & Cambridgeshire Constabulary 
(EA/2009/0083), the request concerned a 
report that had been produced following an 
inquiry undertaken after the Appellant and 
two other individuals raised concerns about 
the way in which the police had investigated 
the death of the Appellant’s sister who had 
been killed by her husband in September 
1996. The report addressed the adequacy of 
the criminal investigation, as well as the way 
in which the complainants had been treated. 
This judgment is important because of the 
defi nition of personal data it applies as well 
giving guidance on the approach to adopt 
when a request contains information about a 
number of people.

The fi rst question is whether the information 
being requested is personal data. Much 
has been written over the years about the 
signifi cance of the Durant decision (Durant v 
Financial Services Authority [2003] EWCA 
Civ 1746) which seems to have substantially 
narrowed the defi nition of personal data. In 

the words of Auld J:
“…not all information retrieved from a 
computer search against an individual’s 
name or unique identifi er is personal data 
within the Act... … It seems to me that there 
are two notions which may be of assistance. 
The fi rst is whether the information is 
biographical in a signifi cant sense, that is, 
going beyond the recording of the putative 
data subject’s involvement in a matter or an 
event that has no personal connotations, a 
life event in respect of which his privacy 
could not be said to be compromised. The 
second is one of focus. The information 
should have the putative data subject as its 
focus rather than some other person with 
whom he may have been involved or some 
transaction or event in which he may have 
fi gured…”

The Tribunal applied the Durant approach 
to the concept of ‘personal data’ in this 
case rather than the arguably more liberal 
approach embodied in the Commissioner’s 
guidance: “Determining What is Personal 
Data”
http://tinyurl.com/36g9ue It concluded 
that not all the information in the report 
was personal data e.g. the glossary, 

Continued on page 2
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executive summary and background 
information. 

The next question for the Tribunal was 
whether disclosure of the personal data 
would be fair and lawful in accordance 
with the First Data Protection Principle. 
The Tribunal approached this question 
by conducting a discrete analytical 
exercise in respect of each different 
person’s personal data. It is clear from 
the Tribunal’s analysis that it was of the 
view that very different considerations 
applied, for example, in respect of 
police officers’ data as compared with 
data relating to the husband’s family. 
A public authority cannot simply adopt 
a blanket ‘one size fits all’ approach to 
information comprising different types 
of personal data.

The Tribunal’s second decision in 

the case of Alasdair Roberts v IC and 
Department for Business, Innovation 
& Skills (EA/2009/0035) also provides 
more guidance on considering the First 
Data Protection Principle. The two main 
points are, firstly, when considering 
whether the processing would be fair, 
senior civil servants (Grade 5 or above) 
do not have a reasonable expectation of 
anonymity in respect of any document, 
no matter how sensitive. More junior 
civil servants might have such an 
expectation but this will be less cogent 
where the job is “public-facing” 
(such as a Job Centre manager), and 
more cogent where the information 
is controversial (such as information 
about animal testing).

Secondly when considering whether 
there is justification to disclose under 

a schedule 2 condition, paragraph 6 
allows disclosure where it is in the 
legitimate interests of ‘parties to 
whom the data are disclosed’. The 
Tribunal found that the requester’s 
strong individual interest (for research 
purposes) was not sufficient to override 
the fact that this information was of 
very little interest to the world at large 
to whom an FOI disclosure is made.

The section 40 exemption continues 
to be the subject of many Commissioner 
and Tribunal decisions. 

It will be interesting to see the 
outcome of the recent Ministry of 
Justice call for evidence (see DP News 
in Brief) on the operation of the Data 
Protection Act and whether it has any 
impact on the definition of personal 
data.

Personal Data Revisited Continued from front page

We are please to announce our latest 
results for the ISEB Certificate in 

Freedom of Information exam which 
took place in July 2010. A total of 16 
candidates sat the exam in London and 
Edinburgh.

All the candidates passed the exam 
(apart from one) and have received 
the ISEB Certificate in Freedom of 
Information which is an internationally 
recognised qualification. We are 
particularly pleased with these results 
because for the first time:

- One of our candidates achieved a 
distinction (with a mark of 80%).

- We ran a course in Edinburgh in 
which all candidates passed the exam

92% of our candidates have now passed 
the FOI exam. This compares very well 
with other providers’ FOI figures (July 
2009-2010):

Our next ISEB FOI course starts on 
November 18th in Manchester. We still 
have a few places left so please feel free 
to get in touch if you are interested: 
http://www.actnow.org.uk/content/31

Total
Delegates Distinction Pass Fail Pass

Rate

Act Now 39 1 35 3 92%

Other
Providers 98 0 63 34 64%

ISEB FOI RESULTS 
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Does FOI require the names of staff 
and their contact details to be 

disclosed? This question is often the 
subject of debate (and worry) amongst 
public sector professionals, especially in 
local authorities, who regularly receive 
requests to disclose the contents of the 
internal staff directory. The leading 
decision on this topic is one from the 
Information Tribunal dated 20th July 
2007, involving the Ministry of Defence 
v Information Commissioner and Rob 
Evans, which clarifies the position. It 
involved a request made by a journalist 
for a staff directory which included the 
names and contact details of individuals 
working for the Defence Exports Services 
Organisation (DESO).

The Tribunal ruled that that the MoD 
could only withhold names of staff if 
they are particularly junior (below Civil 
Service B2 Level), not immediately 
responsible for the requested information 
and their name is not already available 
elsewhere (or would be expected to be 
through their performing a public-facing 
duty); or there is a clear and demonstrable 
threat to that individual’s health and 
safety if their name is made public.

The Tribunal was not minded, 
however, to sanction the disclosure of 
all telephone and email contact details 
of staff, save for those contact details 
which appear in the Civil Service Year 
Book and similar publications. If there is 
a public interest inherent in the public’s 
ability to contact anyone, even those 
above B2 level directly by email, the 
same is outweighed by countervailing 
risks of disclosure such as the speed of 
disruption, the fact that there is likely 
to be continuous interruption and the 
risk of inadvertent loss or leakage of 
information.

This decision was followed by 
the Commissioner recently in a 
decision involving Ealing Council 
(Ref: FS50184497 24/06/2010).  The 
complainant requested the names, 
job titles, departments and telephone 

numbers of all the council’s employees 
excluding school and manual staff. The 
council supplied some of the information 
but refused disclosure of the remainder 
claiming the exemption, amongst others, 
in section 36(2)(c) where disclosure 
would prejudice the effective conduct 
of public affairs. The Commissioner 
decided that the exemption was engaged 
and the public interest in maintaining 
it outweighed the public interest in 
disclosure i.e. that disclosure would 
prejudice the effective conduct of public 
affairs.

In the Commissioner’s view, putting 
over 3500 employees’ email addresses 
in the public domain could lead to a 
rise in the random direction of emails to 
all members of staff. This could result 
in council officers having to deal with 
a substantial expansion in irrelevant 
enquiries. He also recognised the 
potential exponential rise in the copying 
in of numerous officers into emails that 
this would assist and the consequent 
increase in disruption to the council that 
would accompany this.

Furthermore the Commissioner 
considered that the mass release of 
employees’ details into the public domain 
is likely to attract blanket targeting 
of those employees by commercial 
organisations for marketing purposes. 
The cumulative distraction caused to 

council staff would have a detrimental 
impact on efficiency and service levels 
to the public.

The wholesale release of employees’ 
details into the public domain would 
also be likely to increase the exposure of 
the council technological systems to IT 
viruses. This threat and that posed by the 
greater expansion in email bombardment 
resulting from such disclosure could 
seriously disrupt the authority’s IT 
systems. On balance the Commissioner 
felt that there is a strong public interest 
in restricting access to staff contact 
details on a need to know basis in order 
to mitigate all the above risks and their 
impact on service levels.This decision 
provides welcome clarification for many 
public authorities having had similar 
requests. There is no absolute rule that 
names should never be disclosed. The 
seniority of the persons involved, the 
availability of the information elsewhere 
and any credible risks to the subject are 
relevant considerations when deciding 
whether to release the names. With regard 
to contact details, it seems that unless 
the details have been made publicly 
available, they can be withheld if there 
is a likelihood of disruption that could 
be caused from staff being e mailed and 
telephoned directly as opposed to going 
through normal contact channels such as 
switch boards.

Release of 
Staff Manual
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Section 12 of the Freedom 
of Information Act 2002 

(FOI) and the Freedom 
of Information and Data 
Protection (Appropriate 
Limit and Fees) Regulations 
2004 (SI 2004 No 3244) (the 
“Regulations”) mean that 
when a public authority wishes 
to refuse an information 
request on grounds that to 
comply with it would be over 
the appropriate limit (of £450 
or £600), it can only take 
account of the costs in doing 
four things calculated at a 
rate of £25 per hour:

(a) determining whether it holds 
the information, 
(b) locating the information, or a 
document which may contain the 
information, 
(c) retrieving the information, or a 
document which may contain the 
information, and 
(d) extracting the information from 
a document containing it. 

The Tribunal’s second decision 
in the case of Alasdair Roberts 
v IC and Department for 
Business, Innovation & Skills 
(EA/2009/0035) offers further 
guidance on applying the fees 
provisions. The case concerned 
a request for lists of records and 
comments together with the names 
of the creators of the same. The 
Tribunal accepted the established 
principle (see John Jenkins v 
Information Commissioner and 
Dept for Environment, Food and 
Rural Affairs (EA/2006/0067)) that 
costs of redacting information (in 
this case names) are to be excluded 
when working out whether the 
request would cost over the 
appropriate limit. At paragraph 37 
though, it qualified this as follows: 

“…And where the task is as 
complex as it would have been 
in this case, we do not think it 
appropriate for the whole process 
to be ignored for cost estimate 
purposes simply on the basis that it 
could be said to fall within the broad 
scope of “name redaction”. That 
may be appropriate where the task is 
simply to locate individuals’ names 
and redact them if they fall below 
a particular grade of seniority. But 
where, as here, the process requires 
a judgment to be made, document 
by document, balancing the various 
criteria we have identified, then 
we believe that much, if not all, 
of the process should be regarded 
as retrieving from each document 
the information which requires to 
be disclosed and therefore properly 
included in the cost estimate.”

This case shows that the matter 
of fees and costs estimates are by 
no mean straightforward especially 
when it comes to considering 
the cost of redacting names from 
requested documents. What is 
extraction to one person may 
be simple redaction to another 
depending on his/her knowledge 
and capability. Expect more 
arguments to come on this point.

Redac�ng Informa�on and Fees

Section 41 exempts information where 
disclosure would lead to an actionable 
Breach of Confidence.  

When it comes to requests for commercial 
information it is often used in conjunction 
with the section 43 exemption (commercial 
interests). 

These exemptions were invoked by Mid 
Yorkshire Hospitals NHS Trust (Ref: 
FS50236080 04/05/2010) when it received a 
request for a Private Finance Initiative (PFI) 
Project Agreement including the Financial 
Model. 

The complainant later explained that he 
would be satisfied if he could have the cash-
flows which related to published Internal 
Rates of Return. 

The Commissioner was satisfied that the 
Trust applied the section 41 exemption 
appropriately to both the Financial Model 
and the cash-flows. He gave weight to the 
sensitivity of the information, the existence 
of a confidentiality clause in the project 
agreement, the usefulness of the information 
to competitors, the fact that the information 
was still current and that the information 
would not be of great assistance to the public 
when assessing value for money.

 Interestingly the Commissioner drew 
assistance from a number of decisions on the 
same issues made by the Scottish Information 
Commissioner under the Freedom of 
Information (Scotland) Act 2002. Of course 
these are not binding on the Information 
Commissioner but do seem to be persuasive 
in similar fact cases. 

This Decision Notice is currently under 
appeal to the Tribunal. 

The outcome should provide more guidance 
on the application of section 41 to financial 
information about PFI projects.

PFI Projects
and FOI
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Last year a Commissioner decision 
involving Backwell Parish Council 

(Ref: FS50208722 02/09/2009) 
stressed the importance of ensuring that 
information contained in a publication 
scheme is normally disclosed as a 
matter of course if it is requested.

The complainant made a request 
to the Council for copies of bank 
statements for a four month period. 
The Commissioner agreed with the 
Council that disclosure of some of the 
statements would identify individuals 
who had been party to the settlement 
of an Employment Tribunal claim and 
so was exempt under section 40 of the 
Act (being third party personal data).

The Council’s bank statements were 
though listed within its publication 
scheme at the time of the request. 
The Commissioner’s view was that 
it is possible for there to be exempt 
information contained within a class 
of information listed in an authority’s 
publication scheme. However in this 
case, by initially refusing to disclose 
the information in response to a 
request, even in redacted form, the 
Council failed to fulfi l its commitment 
to publish information in accordance 
with its scheme, and accordingly 
breached section 19(1)(b) of the Act.

On appeal recently, the Tribunal agreed 
with this approach (Thomas Wilson 
v IC EA/2009/0082 15/06/2010). At 
paragraph 39 its states:

“The fact remains that nothing in 
section 19 or indeed in any other 
provision of FOIA, prohibits or in any 
way prevents a public authority from 
relying on one or more exemptions 
in Part II of FOIA. In relation to 
information falling within a class 
included within the public authority’s 
publication scheme it follows that, 
in the Tribunal’s judgment, the 
Commissioner was entirely justifi ed 

in fi nding that the Council in this case 
could continue to rely on the terms and 
effect of section 40(2).”

On publication schemes generally 
it is interesting to note that in March 
2010, the ICO published a second 
publication schemes monitoring report 
looking at police forces and police 
authorities (the fi rst report looked at 
central government). A brief follow-
up report has now been produced, 
which looks at developments since the 
publication of the main report.

According to the ICO the most 
disappointing aspect of its fi ndings was 
that out of the 90 authorities monitored 
some 26 (or approximately 30%) were 
found not to be operating an approved 
publication scheme. They found 
various reasons for this. These included 
missing a class of information out of 
their adopted scheme (therefore only 
publishing six classes of information 
rather than the seven in the model 
scheme), using an old scheme which 
was no longer approved and not having 
any sort of publication scheme in 
operation.

Bearing in mind the ICO’s 

announcement recently of a tougher
approach to enforcement (see FOI 
News in Brief), all public authorities 
need to ensure that they meet the 
requirements imposed by section 19.

Publication Scheme Data

FOI Podcast No 23
Our latest FOI podcast has now 
been published. It covers major 
decisions of the Information 
Commissioner and the Tribunal in 
May, June, July and August 2010. 
You can also read the script for the 
previous podcast. Listen, learn and 
claim ½ a CPD point for free: 
www.actnow.org.uk/content/21
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Once again, the perils of identifying 
whether FOI or Environmental 

Information Regulations (EIR) apply 
to a request for information rear 
their head, not least in the apparently 
schizophrenic approach taken by the 
Information Commissioner. A brace 
of recent decisions show that even the 
(so-called) experts sometimes make 
bizarre looking calls.

Recently Queens University Belfast 
struggled with a large request for a 
huge amount of tree-ring research data
(http://tinyurl.com/29nq28a). 

The diligent dendochronologists 
believed that the request was excessive, 
and that the release of their data would 
damage their intellectual property 
rights. However, they sought to resist 
the request under FOI, despite the 
obvious environmental connotations 
of their research – one of the chief 
reasons to look at tree rings is what 
they tell us about climate change. 
The interesting thing about the case 
– well, one of the interesting things, 
it’s a lively decision – is the fact that 
ICO staff pursued this line for several 
months, despite the applicant having 
prompted everyone at the outset that 
EIR might apply. So the next time you 
fi nd yourself puzzling over which way 
to go with a complex request, you’re 

clearly in good company.
By contrast, another recent decision 

shows that when the ICO EIR 
antennae are more fi nely tuned, they 
can come up with almost whiplash-
inducing decisions. The Offi ce of the 
First Minister in Northern Ireland 
received a request for information 
related to a strategy for the long-term 
redevelopment of the area. 
http://tinyurl.com/2uk7xas

A disagreement developed between 
the OFM and the Commissioner on 
the idea of focus – is the strategy 
focussed on the environment (the ICO 
view) or does it contain environmental 
information, but ultimately, is not 
focussed on the environment? 

As the ICO says, “The Commissioner 
does not believe that it is necessary 
for information to have a direct 
effect on the environment for it to be 
environmental”, but in this case – to 
paraphrase them somewhat – their view 
is that the strategy is itself a measure 
with a number of different likely effects 
on the environment. Planning policy, 
coastal and waterway management 
and environmental protection are all 
included. This brings the document 
into the third part of the environmental 
information defi nition. 

The effect of this is potentially 

signifi cant – with good and bad 
consequences for practitioners. 
Firstly, it might take large swathes of 
information, in particular the kind of 
big strategies and policies of which 
the public sector is still fond, out of 
FOI and into EIR. EIR exceptions are 
notoriously more diffi cult to apply 
than the FOI exemptions. Perhaps 
more welcome is the support this 
decision provides for a more pragmatic 
approach to EIR – rather than prising 
apart the contents of a document or 
information source, it asks you to look 
at the overall focus, and move on from 
there.

Is it FOI or EIR?

FOI/EIR Helpline
Act Now Training provides an FOI/EIR Helpline service. This is designed to 
supplement your internal FOI/EIR expertise by acting as a “sounding board”
or “signpost service” for you to discuss your FOI/EIR requests and possible 
responses. 

Through the helpline Ibrahim Hasan will be available to guide you 
through the relevant area of law, discuss possible exemptions and how to 
deal with any complaints. At a time of increasing pressure on public sector budgets, the Act Now FOI/EIR Helpline is 
the most cost effective solution for your FOI/EIR problems.  More details at http://www.actnow.org.uk/content/25
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FOI to be extended again
The Government is considering 
carefully whether to extend the 
Freedom of Information Act 
to additional bodies, a minister 
has confirmed. Speaking on 
the BBC’s “You and Yours” 
Programme, Lord McNally 
said: 

“The government is committed 
to increasing transparency, 

including extending the scope of the Freedom of Information 
Act.”

“We are carefully considering the different ways of 
achieving this aim, including looking at the extension of the 
Act to additional bodies. Any extension of the FOI Act will 
need to take account of the burdens that this would place on 
the bodies to be covered.”

Who earns more than 
the Prime Minster?
9,000 people in public sector 
get more pay than David 
Cameron
http://tiny.cc/limf43zc89
The Prime Minister currently 
earns £142,500. New 
research conducted for BBC 
Panorama found that there 
were more than 38,000 public 
employees earning above 
£100,000 and 1,000 people on more than £200,000. Please 
see our article on comparing public sector pay with that of 
the Prime Minister:
http://tiny.cc/30nsh

ICO enforcement policy
The Information Commissioner’s Office (ICO) has published 
a new policy on freedom of information regulatory action 
(www.ico.gov.uk) 

The ICO says it will be making more use of regulatory 
powers including Enforcement Notices, Undertakings and 
Practice Recommendations to improve compliance. Where 
there is evidence that a public authority is regularly or 

seriously failing to meet its obligations, it will not hesitate 
to take regulatory action, particularly where organisations 
fail to respond to requests in a timely manner. 

The ICO has identified timeliness as a key target for 
action, in recognition that a quarter (between 20–25%) of 
FOI complaints to the ICO relate, at least in part, to the time 
taken for public bodies to respond to requests.

Blair regrets FOI
Tony Blair has given an interview in The Guardian in 
which he says he regrets 
introducing the Freedom of 
Information Act. 
http://tinyurl.com/3ylkskp

Martin Kettle of the 
Guardian says:‘Some things 
about his record in office 
he does not defend. One is 
the Freedom of Information 
Act. 

“It’s not practical for 
government,” he says. “If you are trying to take a difficult 
decision and you’re weighing up the pros and cons, you 
have frank conversations. Everybody knows this in their 
walk of life. 

Whether you are in business – or running a newspaper 
– there are conversations you want to have preliminary to 
taking a decision that are frank. 

And if those conversations then are put out in a published 
form that afterwards are liable to be highlighted in particular 
ways, you are going to be very cautious. 

That’s why it’s not a sensible thing.”
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SIC Publication Scheme Consultation
The Scottish Information Commissioner is consulting on a fresh 
approach to publication schemes.
http://tinyurl.com/3acbuvw

The Commissioner is seeking views on a proposal to introduce 
a single model publication scheme, suitable for adoption by all 
Scottish public authorities. The new approach would require 
authorities to formally notify the Commissioner that they had 
adopted the model, and to produce a detailed guide to information, 
to help the public find publications.  It is proposed that the 
Commissioner’s staff would focus their effort on monitoring 
compliance with the model. Authorities who felt they could not 
adopt the single model would be invited to submit their reasons to 
the Commissioner for consideration.

The deadline for responses is 29th October 2010. 

Disclosure of Statistics
In the first ever appeal to the Commissioner in 2005, 
http://tinyurl.com/3y89pe5  - Mr Michael Collie and the Common 
Services Agency (CSA)

Mr Collie was refused childhood leukaemia statistics at census 
ward level for the Dumfries and Galloway area.  This case also 
became the first to be appealed to the House of Lords, in 2008.The 
critical issue was whether the statistics were the personal data of 
the children.  The CSA argued that the statistics could potentially 
identify children, even when steps were taken to disguise them.  
The Commissioner, and then the Court of Session did not accept 
this, but the House of Lords allowed the CSA’s appeal.  The case 
was remitted back to the Commissioner for further investigation, 
and this new decision replaces the earlier decision in the same case.  
In the new decision, issued on 26 May 2010, the Commissioner 
has concluded that the statistics Mr Collie requested are sensitive 
personal data, and are exempt from release, but he has directed the 
CSA to provide Mr Collie with the statistics in a form which does 
not lead to identification i.e. aggregated for the whole of Dumfries 
and Galloway.

This long running case highlights the complex relationship 
between statistics and personal data.  Other cases have found that 
statistical information can be released under FOISA - highlighting 
the importance of considering each case on its merits.

First FOISA Practice Recommendation 
The Commissioner issued his first Practice Recommendation on 
6 July 2010, to Scottish Borders Council.  Under section 44(1) of 
FOISA, the Commissioner may issue a Practice Recommendation 

FOISA IN
SCOTLAND

where a public authority does not conform to the various codes of 
practice issued under FOISA sections 60, 61 and 62.

This Practice Recommendation follows an assessment visit 
to the Council in February 2010, which found specific areas of 
failure to conform to the codes on matters of training, meeting 
deadlines, monitoring requests and content of refusal notices.  
A Practice Recommendation cannot be directly enforced by the 
Commissioner, but failure to make the improvements suggested 
can lead to non-compliance with FOISA or the EIRs.  The 
Commissioner has asked the Council to provide him with a report 
within 3 months, with evidence to demonstrate improvement in 
areas identified in the Recommendation. A copy is available on 
the Compliance & Enforcement pages on the Commissioner’s 
website.

Extension of FOISA 
The scope of the Freedom of Information (Scotland) Act is the 
focus of a Scottish Government consultation that began on 28th 
July 2010.  http://tinyurl.com/39xg4r6

The consultation seeks views on whether the existing legislation 
should be widened to cover a greater range of bodies who deliver 
public services in Scotland. Organisations under consideration 
are contractors who build and/or maintain schools, hospitals 
and roads; private prison operators; leisure, sport and cultural 
trusts set up by local authorities; Glasgow Housing Association 
and the Association of Chief Police Officers in Scotland. The 
organisations to be consulted are: trusts and bodies established 
by local authorities with responsibility for providing leisure, sport 
and cultural services, which deliver services of a major benefit, and 
receive significant public money; private; prison operators, which 
provide services normally provided centrally by Government; 
Glasgow Housing Association; the Association of the Chief 
Police Officers in Scotland, which oversees and coordinates the 
direction and development of the Scottish police services, and 
which receives significant public funding; and private contractors 
who build and/or maintain schools and hospitals, and those who 
operate and maintain trunk roads across Scotland, which are key 
areas of public service which are often delivered under private 
contract.

The deadline for responses is 2nd November 2010.

Edinburgh courses 
Act Now has a full program in Edinburgh on DPA, FOISA, RM 
and RIPSA:
http://www.actnow.org.uk/courses/city_Edinburgh
We will also be running the ISEB Data Protection and Freedom of 
Information Courses in Edinburgh in 2010/2011.

Freedom of Information - What difference has 
it made? 
The Scottish Information Commissioner hosted an event at the 
Scottish Parliament’s Festival of Politics event on the impact that 
FOI has had in Scotland.

You can listen to recordings of all the presentations from at:
www.itspublicknowledge.info/FestivalOfPolitics
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The Ministry of Justice has published a call for evidence 
on how the European Data Protection Directive 95/46/

EC and the Data Protection Act 1998 are working. 
http://tinyurl.com/34nsepr

The document states: To negotiate effectively for a new 
EU data protection instrument, the Government needs 
information about different aspects of the Data Protection 
Act 1998 (DPA), the domestic legislation which transposes 
it. This document is arranged into a number of chapters on 
those issues about which we particularly seek evidence. 
They are:
A. definitions;
B. data subjects’ rights;
C. obligations of data controllers;
D. powers and penalties of the Information Commissioner;
E. the principles-based approach
F. exemptions under the DPA; and
G. international transfers.

These are key areas of the current legislation. However, if 
you would like to raise issues about any other aspect of the 
data protection framework either things that are working well 
or working badly, please provide us with relevant evidence. 
We will be in a more informed position to consider change 
for the future where we have clear evidence of the benefits 
and costs of the DPA.

MoJ Consultation

The Bavarian Lager and TGI Cases 
– Transparency v Privacy and 
Investigations
 

Two recent cases in the EU’s highest court, the European 
Court of Justice (ECJ), Bavarian Lager (C-28/08 P) 
and Technische Glaswerke Ilmenau (C-139/07 P) have 
sparked controversy and debate concerning transparency 
and access to documents.

In both cases access to information was refused, but 
for quite different reasons.  In the Bavarian Lager case 
the reasons were related to data protection, whereas in 
Glaswerke it was ruled that disclosure would have the 
effect of undermining inspections and investigations.  

Both decisions hint at a stricter interpretation of the 
laws concerning access to information weighted against 
disclosure.

READ MORE
http://tiny.cc/j2fsq

By Ciaran Ward (Information Officer for Lee Valley 
Regional Park Authority)
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Not for the first time, the Daily Mail 
demonstrates the media’s unerring 

instinct for grasping the wrong end 
of the stick where Data Protection is 
concerned. http://tiny.cc/sr98b

Stories have flooded news websites 
about the travails of a dog owner who 
had his puppy chipped, only to have it 
go missing soon after. What should, 
in the Mail’s eyes, have resulted in a 
happy reunion story some three years 
later, turned sour. Although the errant 
mutt was located using the chipping 
firm’s technology, they felt unable to 

inform the rightful owner of Fido’s 
location because of - you guessed it - 
the machinations of the Data Protection 
Act. They would only disclose his 
location to the police, and if the 
disappearance had not been reported to 
them, the result was stalemate.

The great advantage, and most 
prominent flaw in the DPA is in its 
flexibility. The company concerned 
could approach the legislation with a 
deliberate aim in mind - to reunite man 
with his best friend, and interpret the act 
accordingly. To satisfy this approach, 
we could recommend Schedule 2(6), 
on the basis that the owner of the 
missing pooch had a legitimate interest 
in learning its location. 

But caution clearly motivated the 
firm offering the chip - in a sense, 
the problem lies either in the lack of 
backbone in their business model, 
contingent as it is on the role of Her 
Majesty’s Constabulary, or in the 
actions of the dog owner, who needs 
to follow some fairly tight terms and 
conditions in order to be reunited with 

his dog. In this soap opera, the Data 
Protection Act is an innocent bystander, 
and at worst, a victim of circumstance. 
It makes sense for the dog chippers to be 
reticent about revealing where the dog 
is, lest they trigger a confrontational 
canine kidnapping, but that casts more 
doubt on the efficacy of the dog tag, 
rather than the effectiveness of the 
law.

So as the Daily Mail rails against 
the non-existent barriers between man 
and his best friend, we’d like to know 
who is there to put the case for Data 
Protection. 

Within its eight principles, there’s 
nothing to stop a determined data 
controller from telling a grieving dog 
the owner where he might find his 
stray pet, but unless we rise up and tell 
a tone-deaf media that their knee-jerk 
reactions only serve to keep the DPA 
unhelpfully opaque, the job of the Data 
Protection Officer will remain one 
dominated by persuading colleagues 
that what they read in the papers is as 
barking as it really is.

A Shaggy Dog Story

New ICO Code of Practice 
The Information Commissioner has published a new Code 
of Practice  http://tiny.cc/rg5q9 explaining how the DPA 
applies in an online world, and offering ‘good practice’ 
advice for the collection and use of personal data through 
the internet.

The Code covers (among other things) application and 
payment forms, social networking sites, cookies and other 
personally-targeted marketing. It considers the difficulties 
of ‘non-obvious identifiers’ (such as IP addresses linked 
to devices rather than to individuals), cross-border data 
transfers by multinational or non-domestic organisations, 
and the practice of outsourcing the storage of databases to 
other web-based companies.

With the aid of examples from such contexts, the Code 
turns established principles into specific recommendations 
for internet businesses, including: avoid collecting personal 
data too early in the relationship or transaction with the 
user; only collect personal as far as is necessary; provide 
a clear explanation of how users’ personal data will be 
processed; ensure that employees only have access to 
customers’ personal data where necessary, and that this 

access withdrawn as soon as their employment ends.
Certain suggestions will be particularly welcomed 

by privacy campaigners: alert users to the security risks 
associated with ‘autocomplete’ forms; give users a simple 
option of declining to have their personal data stored 
and of disabling cookies or other trackers of their online 
behaviour, and make it easy for them to contact the data 
controller about how their personal data is being used.

Launching the new code Christopher Graham said that 
organisations that flout privacy online risk a double whammy 
of enforcement action by the Information Commissioner’s 
Office and the loss of trust from customers. 
“The benefits of the Internet age are clear: the chance to 
make more contacts, quicker transactions and greater 
convenience. But there are risks too. A record of our 
online activity can reveal our most personal interests. Get 
privacy right and you will retain the trust and confidence 
of your customers and users; mislead consumers or collect 
information you don’t need and you are likely to diminish 
customer trust and face enforcement action from the 
ICO.”
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Information Security News 

Electronic Patient Records

The British Medical Association in Scotland has called 
for tougher safeguards to protect the confidentiality of 
electronic patient records. It comes as members of the 
Scottish Parliament prepare to debate a report of the Health 
Committee on Clinical Portal Technology and Telehealth.
http://tiny.cc/v821r

The BMA says that patient information accessible through 
clinical portals may be available outside the NHS, possibly 
to those viewing child protection systems.
Smart phones, photos and privacy

Security experts and privacy advocates have recently 
begun warning about the potential dangers of geotags, 
which are embedded in photos and videos taken with GPS-
equipped smart phones and digital cameras. Because the 
location data is not visible to the casual viewer, the concern 
is that many people may not realize it is there; and they 
could be compromising their privacy, if not their safety, 
when they post retagged media online.
http://tiny.cc/9ksad

Twitter privacy
Be careful what you tweet; Nothing said online is really 
private: http://tiny.cc/1fgsq

Data breach leads to murder
A murdered couple’s whereabouts were discovered partly 
due to unauthorised disclosure of their phone records. 
http://tinyurl.com/3696beg

NHS IT manager guilty of snooping 
An NHS data quality manager has pleaded guilty to illegally 
going through patients’ medical records. 
http://ht.ly/2HXFB

‘Nosey’ police officer in court
A police officer at Lothian and Borders Police admitted 
snooping through the force computer and reading personal 
information. The officer was due to face trial on a total of 58 
charges under the Data Protection Act 1998 at Edinburgh 
Sheriff Court. But he admitted ten charges and the Crown 
accepted his not guilty plea to the others. 
http://tinyurl.com/2whry6c

Woman fined for giving workers’ 
information away
A woman who disclosed personal information about foreign 
workers who her employers supplied to other firms has been 
fined £250. 
http://www.dailyecho.co.uk/38799/8265875

ICO guidance
The latest version of the ICO guidance, “Reporting a 
Security Breach”, has been published:  
http://tinyurl.com/n7fz9b

Free training package
Richard Roscoe, of Sefton Council, has done an article for 
us on changing the security culture, which includes details 
of a free training package for public bodies. Please see the 
DP articles page of our website: 
http://www.actnow.org.uk/content/46 

One of the central government responses to data breaches 
is to align its security activity with ISO27001 more fully 
and reframe its Security Policy. Our new course will look 
at what that means in practice and how it affects the wider 
public sector, introducing the Seven Principles of the HMG 
SPF and aligning them with current information security, 
assurance and governance trends and requirements

This revised workshop is facilitated by legal and 
information security expert (Andrea Simmons) and is 
designed to cut through the jargon and media hype. It will 
give delegates the knowledge to write their own action plan 
for bringing information security into their organisation. 
The legal and regulatory regime will be discussed as 
well as the practical options to prevent loss, damage and 
destruction of confidential/personal information. Details 
are available at http://tiny.cc/qy44x

Information Security Workshop 
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DP News in Brief

Information Sharing Guidance
There is guidance from the NHS entitled “NHS Services 
and Children’s Centres – how to share information 
appropriately with children’s centre staff”
http://tinyurl.com/3ah7egu

We also have a free webcast on our website on multi 
agency information sharing as well as a workshop you 
can attend.

CCTV in Schools
Half of York’s secondary schools have been filming 
pupils using CCTV without telling parents:  
http://tinyurl.com/32axy5c

CCTV not always right!
A man spent three months in prison after CCTV spotted 
him carrying a knife; only it wasn’t a knife…  
http://tinyurl.com/35gw4yp

The Future of Information Law
Read Ibrahim Hasan’s article on the Government’s 
Information Law proposals:
www.actnow.org.uk/content/46

Courses in Bristol
Act Now is running more Data Protection, Freedom of 
Information and Information Sharing Courses in Bristol 
with Philip Bradshaw in the Autumn/Winter Season. 
For more information please see: http://tiny.cc/ieg1x or 
download a full colour flyer here: http://tiny.cc/9jhqw

Data Protection Helpline
Public authorities are increasingly receiving complex and 
time consuming Data Protection requests. These involve 
consideration of a number of Data Protection exemptions 
as well as relevant Information Commissioner and 
Tribunal decisions. Internal legal departments are often 
over stretched and dedicated Data Protection practitioners 
are hard to recruit. External legal advice in this area is 
very expensive and there are very few experts in this field 
with real experience of advising the public sector.

The Act Now DP Helpline is designed to supplement 
your internal expertise by acting as a friendly advisor for 
you to discuss your Data Protection and Privacy issues 
and avoid attracting the attention of the Information 
Commissioner. Our experts will guide you through the 
relevant sections of the Act and make recommendations 
about your response to difficult DP situations.

Please click here for more information and subscription 
details http://www.actnow.org.uk/content/25

The protection of civil liberties and the introduction of 
safeguards against the “Surveillance State” were major 

themes of the Conservative and Liberal Democrat election 
manifestos. Now that we have a Conservative Liberal alliance 
in government, civil servants are busy working on translating 
these themes into workable legislation. The end result will have 
a big impact on public authorities.

Before the election, both coalition parties promised to overhaul 
Part 2 of the Regulation of Investigatory Powers Act 2000 
(RIPA) which regulates local authorities, amongst others, when 
conducting covert surveillance on citizens. They argued that 
such surveillance conducted to investigate minor offences and 
in a disproportionate manner. Incidentally Big Brother Watch 
published a report in the summer criticising town hall officials 
for the routine use of RIPA powers. Examples include “spying 
on” on parents to check they lived in a school catchment area and 
on homeowners to ensure they closed the lids on refuse bins. 

On 13th July 2010, the Home Secretary Theresa May 
announced a review “focusing on which security powers could 
be scaled back in order to restore the balance of civil liberties.”  
The review, to be carried out by Lord McDonald QC (a Liberal 
Democrat peer and former Director of Public Prosecutions), 
will cover six key areas including “the use of [RIPA] by local 
authorities, and access to communications data in general.”

This will not be welcome news for local authorities who are 
still trying to implement the changes to RIPA after the last review 
conducted by the Labour Government. That review introduced 
two new codes of practice and a new statutory instrument, 
which came into force on 6th April 2010 (See Ibrahim Hasan’s 
previous article on the new codes: 
http://www.actnow.org.uk/content/47

The Home Secretary will report back on the findings of the 
latest review in the autumn. The Labour Party is arguing that the 
outcome is a forgone conclusion. It may well be right bearing 
in mind who is carrying out the review (a member of a party 
that is very much in favour of civil liberties and against state 
surveillance powers) and the commitment made in page 12 
of the document entitled, “The Coalition: Our Programme for 
Government” (the Coalition Agreement), which states:

“We will ban the use of powers in the Regulation of Investigatory 
Powers Act (RIPA) by councils, unless they are signed off by a 
magistrate and required for stopping serious crime.”    

Furthermore, Security Minister Baroness Pauline Neville-
Jones told ZDNet UK recently that some local authority uses 
of RIPA were not acceptable. “We will reduce the powers of 
local authorities,” she said. “It’s a question of how many bodies 
have powers and what powers they have. We want to create a 
situation which is less intrusive on the part of local authorities 

The New
RIPA Review

Surveillance Law and Privacy

continued page 13
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into the lives of ordinary citizens.”
Is it really practical for local authorities 

to make an application to a magistrate’s 
court each time they wish to conduct 
covert surveillance on a benefit fraudster 
or a fly tipper? One must also question 
whether, in the current financial climate, 
this new process will be an appropriate use 
of diminishing local authority resources.

Furthermore, if the definition of “serious 
crime” is to be taken from RIPA then, 
very few crimes investigated by local 
authorities will justify covert surveillance. 
According to section 81(2)(b), one of two 
tests have to be satisfied:

“(a) that the offence or one of the 
offences that is or would be constituted 
by the conduct is an offence for which a 
person who has attained the age of twenty-
one and has no previous convictions could 
reasonably be expected to be sentenced 
to imprisonment for a term of three years 
or more; 

(b) that the conduct involves the use of 
violence, results in substantial financial 
gain or is conduct by a large number 
of persons in pursuit of a common 
purpose”

The ability of all public bodies, 
not just local authorities, to access 
communications data under Part 1 
Chapter 2 of RIPA will also come under 
scrutiny by Lord McDonald in his review. 
Often these powers are used by, amongst 
others, benefit fraud investigators and 
trading standards officers to carry out 
mobile phone subscriber checks and 
to request itemised call records from 
communications service providers. 
Again these powers have often been 
misunderstood by the media and political 
parties, who feel they are yet another 
example of “Town Hall Snooping Laws.” 
It could be that they are withdrawn or 
made subject to the “serious crime test” 
discussed above.

Most local authority enforcement 
officers do not think it is right that 
they should be restricted in their use of 
covert tactics to enforce laws for which 
Parliament has given them a statutory 

responsibility. Of course RIPA is only a 
‘shield’ and the absence of an authorisation 
does not prevent the surveillance activity; 
a point often missed by politicians and 
the media. 

In the Coalition Agreement,under the 
heading “Civil Liberties”, there are a 
number of other proposals worth noting. 
These include the scrapping of the ID 
Cards scheme, the National Identity 
Register, the next generation of biometric 
passports and the ContactPoint database. 
The Labour Government established the 
latter as a national children’s database to 
provide demographic data on every child 
in the country, plus the name and address 
of any professional working with them. 
It was one of the recommendations from 
Lord Laming’s inquiry into the death of 
Victoria Climbie but was criticised by 
civil liberties groups and some children’s 
campaigners over privacy concerns. The 
question of what will replace ContactPoint, 
however, remains unanswered.

The Coalition Agreement also contains 
a proposal to further regulate CCTV. 
Over the years, concerns have been raised 
about the proliferation of CCTV cameras 
and the often confused justification for 
them. In June, a surveillance operation in 
parts of Birmingham with large Muslim 
populations was halted after it was 

revealed the move was linked to counter 
terrorism. Residents claimed they had 
been misled as the cameras were initially 
justified on the basis of tackling anti social 
behaviour. Some of the 218 cameras have 
now been covered with bags. It is not 
entirely clear as to how or why CCTV will 
be regulated further. The Data Protection 
Act 1998 and its CCTV Code of Practice 
already regulate overt CCTV. Covert 
CCTV is regulated by Part 2 of RIPA. So 
what is left to regulate? It could be that 
there is a limit placed on the amount of 
CCTV cameras that local authorities and 
others can install or that they have to be 
justified on safety or crime prevention 
grounds. Interestingly, the media recently 
discovered that a London CCTV camera 
is earning almost £1 million a year in fines 
from local motorists. The camera, located 
outside Clapham South underground 
station in south west London, has caught 
an average of 23 drivers a day, each of 
which have been fined £100 for pulling 
into a bus stop outside the station to 
drop off passengers. Crime prevention or 
revenue raising?

This is a challenging time for local 
authorities. The state of the public finances 
means that a lot of new legislation will 
have to be deciphered and explained but 
without any additional resources.

The New RIPA Review
Continued from page 12
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In July the Investigatory Powers IPT 
(IPT) gave a ruling concerning a 

local authority’s use of surveillance 
powers under Part 2 of the Regulation 
of Investigatory Powers Act 2000 
(RIPA). The ruling contains guidance 
that will assist all staff who do Directed 
Surveillance under RIPA especially 
those investigating any type of fraud.

Poole Borough Council suspected that 
Jenny Paton may have lied about living 
in the catchment area of a sought-after 
primary school in Dorset in order to get 
a place there for one of her children. It 
therefore conducted covert surveillance 
of the family for three weeks in February 
and March 2008. This included covertly 
monitoring the movements of Miss 
Paton, her children and partner as well 
as their car. The family made complaints 
to the IPT who found (Jenny Paton and 
others v Poole Borough Council (2010) 
IPT/09/01/C) that due regard had not 
been taken of the provisions of RIPA and 
consequently the Council had breached 
the family’s rights under Article 8 (right 
to privacy) of the European Convention 
on Human Rights (ECHR)
http://tinyurl.com/3ymcrxw

The IPT considered the Council’s 
surveillance authorisation in the light 
of section 28(2) of RIPA which sets 
out when Directed Surveillance can be 
authorised. It ruled that three questions 
needed to be asked. The fi rst question is, 
for what purpose was the authorisation 
sought and granted for Directed 
Surveillance of the complainants? Since 
January 2004 local authorities can only 
authorise Directed Surveillance if it is 
necessary “for the purpose of preventing 
or detecting crime or of preventing 
disorder ” (section 28(3)(b)). The 
council stated that the possibility of an 
offence under the Fraud Act 2006 was 
considered before it was granted. 

The IPT did not see it necessary to 
determine whether there was actually 

an offence under the Fraud 
Act although it did express 
some doubts. In any event 
the children could not have 
committed the offence, yet 
they were still the subject of 
surveillance. As for Ms Paton, the IPT 
ruled that the Council had not established 
that, even if the information supplied to 
the Council by her about the family’s 
ordinary residence was false (which it 
accepted it was not), that could have 
amounted to a criminal offence.

The second point to note here is that 
the IPT interpreted section 28(3)(b) as 
requiring the surveillance to be for the 
predominant purpose of preventing or 
detecting crime. Having considered the 
Council’s authorisation form and the 
circumstances surrounding it, the IPT 
determined that it was not. In coming 
to this conclusion, the IPT gave weight 
to the complainants’ contention that 
the sole or predominant purpose of the 
surveillance was to implement, maintain 
and enforce the catchment area element 
of the Council’s schools admissions 
policy, which is not expressed in the 
application form or the booklet to be 
supported by a criminal sanction. 

Furthermore there was no evidence 
from the Council of any real intention 
or likelihood of it prosecuting the 
target of the surveillance for a criminal 
offence against the general criminal 
law. No warning or caution was given 
about the possible commission of a 
criminal offence by supplying incorrect 
information and there was no evidence 
of any instance of the Council bringing 
or even threatening to bring a criminal 
prosecution. 

The second question is, did the 
person granting the authorisation of 
Directed Surveillance believe that it was 
necessary on the grounds of preventing 
or detecting crime? The complainants 
contended that it was not. The IPT agreed 

especially in the case of the three 
children. There was no consideration of 
whether it was necessary to put them 
under surveillance in order to prevent 
or detect a crime by their mother in 
supplying allegedly false information 
to the Council about their ordinary 
residence. The IPT also took account of 
the fact that the surveillance was done 
after the cut off date when children are 
required to be resident in the preferred 
school’s catchment area. Therefore the 
surveillance information could not have 
proven any offence.

The third question is, did the person 
granting the authorisation believe that 
the surveillance was proportionate to 
what was sought to be achieved by 
carrying it out? The IPT concluded that 
the surveillance was not proportionate. 
In particular no consideration was given 
and no allowance was made, in the 
setting of conditions on the surveillance, 
for the fact that three of the targets were 
young children who were not believed 
to be parties to a suspected crime. The 
alleged crime could be prevented or 
detected without the children themselves 
being made targets of the surveillance.

Clearly this ruling has implications 
for local authorities and all those carrying 
our Directed Surveillance under Part 2 
of RIPA. 

Those completing the RIPA 
authorisation application forms, as well 
as those authorising them, must have a 
sound understanding of the human rights 
concepts of necessity and proportionality 
and be able to explain their conclusions 
fully within the forms.

the children could not have 
committed the offence, yet 
they were still the subject of 
surveillance. As for Ms Paton, the IPT 
ruled that the Council had not established 
that, even if the information supplied to 

The Murky Waters of
the Surveillance Poole 
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In the light of the many 
instances of controversial 

use of surveillance by 
councils under the Regulation 
of Investigatory Powers 
Act (RIPA), the media 
often make FOI requests to 
public authorities for copies 
of Office of Surveillance 
Commissioner (OSC) 
inspection reports. These are 
aimed at ensuring that public 
authorities are complying 
with Part 2 of RIPA when 
doing covert surveillance. 

There is no single exemption 
which covers such reports 
and often they will be 
disclosable in their entirety 
as they will contain no 
specific information about 
surveillance operations. 
However where this is the 
case or the request is for 
wider information about 
surveillance activity the 
section 31 exemption 
(law enforcement) may be 
claimed.

In an Information 
Commissioner decision 
involving the BBC (Ref: 
FS50188663 06/05/2010) 
the complainant requested 
a copy of the 2006 OSC 
inspection report. He also 
requested a copy of the 
OSC’s covering letter and 

the BBC’s response to the 
report. 

The BBC disclosed 
a redacted copy of the 
report citing section 31. 
The redactions included 
the following types of 
information in relation to the 
BBC’s enforcement activity 
against those who do not 
hold a TV license:
• The number of RIPA 
authorisations granted for the 
use of equipment in 2006
• The process undertaken 

when investigating 
unlicensed premises, and
• Information about detection 
equipment.

The Commissioner 
considered that the withheld 
information, in the context 
of television licensing, 
is extremely sensitive 
and was satisfied that 
disclosure would be likely 
to undermine the tactical 
advantage and ability of the 
BBC’s monitoring officers 
to effectively use covert 
surveillance. 

He was therefore satisfied 
that the exemption in section 
31(1)(a) was engaged. He 
went on to rule that the public 
interest in maintaining the 
exemption outweighed the 
public interest in disclosure.

RIPA v FOI: Disclosure of OSC Reports

Act Now Training is pleased to announce that version 
3 of the RIPA Forms Guidance Manual has now been 
published. It has been fully revised in the light of the 
new RIPA Order and Codes of Practice, which came 
into force on 6th April 2010. The Home Office forms 
still make reference to the old codes. Our forms are 
reproduced with references to the new codes.

Version 3 (April 2010) of the Guidance includes each 
RIPA form with:
• Detailed notes on how to complete each section
• References to the new RIPA Codes and Order
• References to the OSC Procedures and Guidance 
Document

Other useful documents including:
• A detailed briefing note on the new RIPA codes and the 
changes they make to the local authority RIPA regime
• Revised colour flowcharts to help officers decide what 
type of surveillance they are undertaking
• A list of common mistakes to avoid
• A suggested template form to be used when doing non 
RIPA surveillance, not available elsewhere

For more details:
http://www.actnow.org.uk/content/26

You can also download an evaluation version. There 
is a 33% discount for those of you who bought earlier 
versions.

RIPA Forms Guidance 
Manual  (version 3) 

Surveillance Law and Privacy
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News in Brief

RIPA Reports

The 2009 annual reports of the Chief Surveillance 
Commissioner [the Rt. Hon. Sir Christopher Rose] (HC 168), 
the Interception of Communications Commissioner [the 
Rt. Hon. Sir Paul Kennedy] (HC 341), and the Intelligence 
Services Commissioner [the Rt. Hon. Sir Peter Gibson] (HC 
342) were laid before both Houses of Parliament on 27 July 
2010. 

Annual Report of the Interception of Communications 
Commissioner for 2009
http://tinyurl.com/2w5ra4h

Annual Report of the Chief Surveillance Commissioner 
for 2009
http://tinyurl.com/2w2we8o

The Prime Minister noted that there was, rightly, a 
considerable level of public interest in the use by public 
authorities of covert intelligence gathering techniques.  He 
also noted that the Government is committed to ensuring 
that public authorities only use these powers when it is 
necessary and proportionate to do so.  

The Commissioners play an important role in monitoring 
the use of these powers by public authorities, and ensuring 
compliance. 

CCTV in Birmingham
A disproportionately high concentration of CCTV cameras 
located in mainly Muslim areas of Birmingham continues 
to trigger concern from residents. The system will not be 
dismantled and despite earlier assurances could yet be used 
for counter-terrorism purposes, West Midlands Police have 
told the BBC http://tiny.cc/n1gfx

Residential CCTV
Christian Lord was living with his girlfriend in Harraby, 
Carlisle, when he became aware of a CCTV camera installed 
in the empty house opposite, trained on his bedroom. Fed 
up of the surveillance, which was also exacerbating his 
girlfriend’s mental health problems, Mr Lord broke into the 
empty house and threw the camera in a nearby river.
http://twurl.nl/og7tql

Last month, the 35-year-old pleaded guilty at Carlisle 
Crown Court to a charge of burglary and the theft of the 
£1,500-worth of surveillance equipment. 

Judge Peter Hughes QC, who said he was “puzzled” by 
who installed the camera:

“Under what authority was it done?” he asked. “There are 
human rights considerations here.”

Judge Hughes told Lord that if the device had been installed 
by the police as part of a criminal investigation the offence 
would have been much more serious. “But that is not the 
situation I have to deal with,” he said. “It is unclear why and 
on what basis this camera was installed. “But plainly you 
and your partner were aware of its presence watching your 
activities and you took exception to it. 

While in no way can I condone your actions, this is far 
removed from a typical case of burglary. It seems you did it 
just to stop yourself being snooped upon.”

There is a gap in the legislation around domestic CCTV. 
It is normally not covered by the DPA (section 36 domestic 
exemption applies) and private householders are not subject 
to RIPA. Perhaps the government will pick up on this during 
its review of the law around CCTV and also on covert 
surveillance (part 2 of RIPA)?

Surveillance Safety
Very well argued piece by Henry Porter on the value of 
surveillance in a modern society. Well worth a read even if 
you may not agree with the conclusion:
http://tiny.cc/40vi3
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Following the last consultation on RIPA last year, the 

new codes of practice and regulations came into force on 
6th April 2010. Changes include:
• More guidance on necessity and proportionality 
• more of a role for councilors in setting RIPA strategy 
• The appointment of a senior offi cer within organisations 
to oversee RIPA compliance removing the possibility of 
junior offi cers authorising surveillance

There are more changes afoot with the announcement 
of another RIPA Review (July 2010) to report back in the 
autumn. Our speakers, Ibrahim Hasan and Sharon Heels, 
will be discussing all the latest changes in detail giving 
you a head start in implementing them. Full details on our 
website or get in touch by e mail or phone. 

RIPA Update Workshops

Local authorities and other public sector organisations are 
increasingly doing complex and time consuming covert 
investigations to tackle benefi t fraud, licensing issues 
and trading standards offences, anti social behaviour and 
environmental health problems.

The Act Now RIPA/RIPSA Helpline is designed to 
supplement your internal surveillance law expertise by 
acting as a “sounding board” or “signpost service” for you 
to discuss your covert surveillance 
operations. 
Our experts will guide you
through the relevant area of 
law, discuss possible legal tactics 
and how to complete 
the relevant 
standard 
Home Offi ce 
forms. 
The helpline 
is managed by 
Ibrahim Hasan 
and Sharon Heels 
who are renowned 
throughout the UK as the 
leading surveillance law experts.

RIPA/RIPSA
Helpline

Surveillance Law and Privacy

RIPA Update Webcasts
Ibrahim Hasan has done two webcasts 
examining the revised codes of 
practice under RIPA which came into 
force on 6th April 2010. 
To watch again and claim ½ a 
CPD point for each one, 
see our website.

A proactive approach to data protection is vital, especially as 
the Information Commissioner can now issue large fi nes. Data 
controllers cannot just rely on policies and procedures, especially 
in large organisations where projects and decisions can sometimes 
be taken out of reach of Data Protection offi cers. Privacy and 
Data Protection considerations need to be built in, not bolted on. 
A Privacy Impact Assessment provides assurance that the effect 
on privacy and confi dentiality of a project, policy or decision 
has been acknowledged, measured and addressed. If embedded 
into the decision-making culture of the organisation, PIAs can 
play a signifi cant role in preventing privacy and data protection 
breaches, and in demonstrating to the Information Commissioner 
and other regulators that you have taken appropriate steps to 
prevent losses, damage and unfairness. This practical workshop 
explains where PIAs are needed, how to carry them out, and 
methods to embed them in your workplace.

More details: www.actnow.org.uk/courses/Data_Protection

PRIVACY IMPACT ASSESSMENTS
Manchester and London - £265 plus vat
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The NHS Information Governance (IG) 
landscape is changing every day. The 

pressure to save money, the wide-ranging 
implications of the Health White Paper 
and the new powers and priorities given to 
the Information Commissioner mean that 
IG is now an NHS priority. 

Act Now offers services in all areas 
of Information Governance to the NHS 
(and the wider public sector). We do not 
believe in generic, off-the-peg consultancy 
services – we want to work with you, using 
your own policies and procedures (or 
writing new ones for you), and addressing 
the challenges unique to your organisation. 
Everything we do with you will be based 
on local concerns, and the issues faced by 
your staff. Our consultants are experts in 
their field having worked for many years 
within and for the NHS.

Tackling the Toolkit
We offer a range of services to assist with 
completion of the Information Governance 
Toolkit, and to ensure that its requirements 
function as a useful and transformative 
process, not just a tick box exercise.
We offer:
• Assistance with data flow mapping, 
compiling and updating the information 
asset register, and confidentiality audits
• Specific tailored training for Information 
Asset Owners and SIROs and the 
Information Risk Assessment process, 
ensuring that you develop an integrated 
risk assessment culture, rather than simply 
hitting the levels required by CfH. You 
can use generic on-line training, but it 
teaches your staff nothing about how your 
organisation works, and what you might 
want them to do – we talk to your staff 
about what you need them to, and how you 
need them to respond
• Training for your Caldicott Guardian 
on managing the confidentiality agenda 
and having an active plan for your 
organisation
• Training for other staff on the IG front-
line, including information sharing and 
information, access to records and record 
keeping

• Privacy Impact Assessments – 
we offer training and a practical 
process for carrying them out 
within your organisation

Beyond the Toolkit
Despite its merits as a framework 
for consistent good practice, 
the Information Governance 
Toolkit is not a guarantee of 
legal compliance. Your Toolkit 
scores do not buy immunity from 
enforcement action or complaints.  
Act Now can assist with a 
number of areas to ensure that 
you comply with the law, and not 
just the Toolkit requirements.

Service Transfer and Merger
We offer specific advice and training on 
the IG issues associated with the merger or 
transfer of services, including transferring 
records and data, clearing premises and 
informing the public. We can write policies, 
train staff involved, and check that your 
procedures are being carried out. Moving 
premises and transferring services carry a 
high degree of risk, and NHS bodies have 
been caught out in the past – we can help 
to prevent this.

Information Security
We offer physical security audits, a review 
of your policy and procedures, and specific 
projects like a review of your CCTV legal 
compliance, or information sharing and 
disposal procedures, as well as assistance 
with security breach management and 
advice when dealing with the Information 
Commissioner.

Taming FOI
Freedom of Information is a challenging 
and developing area – we offer NHS-
focussed training for front-line staff and 
detailed coaching for FOI decision-makers. 
Act Now specialises in training on the 
Environmental Information Regulations, 
an area many public authorities still 
struggle to get to grips with. We can 
assist with advice on publication of data, 

applying the exemptions, and reviewing 
and improving your FOI processes.

Policy Drafting and Review
Working with your staff, we can draft new 
or review existing policies on a wide range 
of areas:
• Social Media Policy
• Acceptable Use Policy
• Records Management Policies and 
Procedures, including specific policies for 
the handling and audit of medical records
• FOI Policies and Procedures
• Data Protection Policies and Procedures, 
including handling requests for patient 
and staff records, CCTV and monitoring 
policies
• Risk Assessment Policies and Processes

Other Issues
If you would like to explore any other IG 
issues – dealing with difficult or violent 
individuals and sharing their information, 
information sharing with Councils and 
others, planning for the transfer of work to 
GP consortia – we can help. Act Now has 
specific and recent experience of working 
in and with the NHS. We offer training 
and advice tailored to what you need, not 
what we offered to the last client.

Get in touch today : ring us on 01924 
451054  or info@actnow.org.uk

Consultancy Services to the NHS
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DISCLAIMER
The contents of this newsle�er are meant for you to consider on the basis of general discussion and not as advice or expert opinion (legal or otherwise).

You are advised to obtain professional legal advice on specific issues. Any liability (in negligence or otherwise) arising from you ac�ng or refraining from 
ac�ng on any informa�on contained in this newsle�er is excluded.

Copyright
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used for the purposes of sending you this newsle�er and informa�on about our training course programme.
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ACT NOW TRAINING LTD, 64 BRADFORD ROAD, DEWSBURY WF13 2DU
TEL 01924 451054, FAX 01924 451129

Calling all Regional 
Networking Groups
We at Act Now Training recognise the valuable work done 
by regional DP and FOI networking groups. That is why 
for the last few years we have maintained a list of such 
groups and contacts on our website: 
http://www.actnow.org.uk/content/20

We understand that many groups have now progressed to 
setting up their own websites and bulletin boards. We are 
happy to list these for free on our website. To enable us to 
do this, please let us have updated information about your 
group including name, key contact, telephone number, 
e mail address and website/bulletin board details. If you 
would like us to list your events in our newsletter please 
send us the details.  You can email us at 
info@actnow.org.uk 

Other services we can provide to groups include:

Speakers: From time to time we are requested to present 
short talks to regional groups. We are more than happy to 
do this free of charge. All we ask is that you pay our travel 
expenses and allow us to bring along some course flyers. If 
you would like a speaker for your next meeting please get 
in touch.

ISEB Courses: We are one of the UK’s leading providers 
of courses leading to the ISEB Certificates in Freedom of 
Information and Data Protection. Please see our website 
for our pass rates.

In the current economic climate many networking groups 
are looking at more cost effective solutions to delivering 
ISEB training. You may wish to consider organising your 
own ISEB course with interested members at a venue 
convenient to them. This can work out to be up to 25% 
cheaper than sending delegates to one of our external 
courses. Please feel free to call us to discuss the details. 

Connect with Act Now 
If you would like all the latest developments in 
Information Law delivered direct to your e mail or 
Smartphone then follow us on Twitter:

http://twitter.com/ActNowTraining

We are also 
on LinkedIn.

Legal Advice 
Our public sector experts can now assist you to practically 
implement FOI, EIR, DPA and Records Management. We 
can also give you legal advice in these areas. Why pay 
expensive lawyers and consultants who have little public 
sector experience?

For Legal Advice see Ibrahim Hasan’s website: 
www.informationlaw.org.uk

Ibrahim can advise on all aspects of data protection, 
freedom of information and surveillance law. Recent 
instructions include appeals before the Tribunal and 
drafting and revising surveillance policies and procedures.

IN HOUSE TRAINING
Act Now trainers can also deliver in-house customised 
training at your site. At a time of increasing pressure on 
public sector budgets this may be the most cost effective 
solution to your training needs. 

In the last three months we have done in house training 
on FOI, EIR, DPA, Data Sharing and RIPA for, amongst 
others, the Association of Greater Manchester Authorities, 
North Yorkshire Fire and Rescue, Lincoln City Council, 
Folkestone Academy, Groundwork, Durham Council, 
Rhonda Council, NADPO and many more.

If you would like a quote to bring the trainer to you please 
use our new online enquiry form:
http://www.actnow.org.uk/content/12



Act Now Training is the UK’s leading provider of seminars and workshops on all aspects of Data 
Protection, Freedom of Information, Surveillance Law and Records Management.

SPEAKERS Led by Ibrahim Hasan and Paul Simpkins (our directors), our speakers are well known 

information and surveillance law experts with many years of public sector experience.

ISEB Act Now is one of the UK’s leading providers of ISEB courses leading to the Certificate in Data 

Protection and Freedom of Information. We have an overall pass rate of 80%.

INHOUSE TRAINING We are the leading providers of in house (customised) training on all aspects of information 

and surveillance law. Our clients include most local authorities in the UK as well as many 

government departments, NHS bodies and public sector agencies.

ACCREDITATION All our workshops are accredited by the Solicitors Regulation Authority (SRA) and the Institute 

of Legal Executives (ILEX) for CPD Credits. Delegates also receive a certificate of attendance.

VENUES Act Now’s external workshops are held throughout the UK at top quality city centre hotels in 

London, Manchester, Bristol, Edinburgh and Belfast. Refreshments and lunch are provided on 

the day and courses run for a full day from 10am to 4pm.

MATERIALS All delegates receive a bound copy of all the training materials used on the day.

FOI PODCAST This is the only FOI podcast of it's kind in the UK and has been mentioned in The Times 

newspaper and numerous other blogs. In each episode Ibrahim discusses the latest decisions 

from the Information Commissioner and the Tribunal.

WEBCAST We run regular, free and interactive webcasts on the latest developments in information and 

surveillance law. These can be viewed live or at a later date from our website.

FIVE EASY WAYS TO BOOK

TELEPHONE 01924 451 054 POST Act Now Training Ltd
64 Bradford Road
Dewsbury
West Yorkshire
WF13 2DU

FAX 01924 451 129

ONLINE www.actnow.org.uk

EMAIL info@actnow.org.uk


