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Section 15 of the Audit Commission 
Act 1998 gives a right to “any 
persons interested” (e.g. local council 

tax payers) to inspect the accounts of a 
local authority, as well as other named 
organisations e.g. the NHS, at the time 
of the annual audit for a limited period of 
20 working days. This right extends to all 
books, deeds, contracts, bills, vouchers and 
receipts “relating to” the accounts as well as 
allowing the taking copies of all or any part 
of the accounts and those other documents.

Section 15 came 
under    judicial scrutiny   
in a 2009 High Court 
case (Veolia ES 
Nottinghamshire Ltd 
v Nottinghamshire 
County Council and 
Shlomo Dowen and 
Audit Commission 
[2009] EWHC 2382 
(Admin)). Veolia 
brought an action for judicial review asking 
the High Court to block Nottinghamshire 
County Council’s decision to release 
details of its multi-million pound waste 
management contract, as well as invoices 
paid by the council.  This followed a request 
by a local waste campaigner under the Audit 
Commission Act. 

Veolia argued that inspection should not 
be permitted as the contract and the invoices 
did not relate to the local authority’s 
accounts. This argument was rejected by Mr 
Justice Cranston who ruled that the words 
‘relating to’ (in section 15) were sufficiently 
flexible to accommodate the documents in 
question. In reaching this conclusion, he 
took account of the fact that that the function 
of section 15 is to enable interested persons 
to inspect documents which reveal precisely 
how the local authority is spending public 
money. Such a function would obviously be 
frustrated if various contracts and invoices 
under which the local authority made 
payments to third parties were excluded 

from the right to inspect.
Veolia also argued that a wide 

interpretation of section 15 would lead to 
confidential information in the contract and 
invoices being disclosed. The judge ruled that 
commercial confidentiality was not relevant 
under section 15 which only contained an 
exception for personal information. This 
decision caused concern amongst the private 
sector which saw it as opening a back 
door allowing competitors to get access to 
commercially sensitive information. 

On appeal by Veolia 
to the Court of Appeal 
, the door was not fully 
closed but certainly the  
chain was put on.

In Veolia ES 
Nottinghamshire Ltd. 
v Nottinghamshire 
County Council and 
Others, [2010] EWCA 
Civ 1214, the Court of 

Appeal agreed with the judge at first instance 
that the types of documents which could be 
accessed under the 1998 Act were very wide. 
However, it held that Section 15 had to be 
read so as to preserve the confidentiality of 
confidential information.  In reaching its 
decision that the documents were protected 
from disclosure to Mr Dowen, the Court 
relied on the provisions of the European 
Convention of Human Rights (ECHR).

The ECHR recognises that everyone 
(both individuals and companies) is entitled 
to peaceful enjoyment of their possessions 
(Article 1 of the First Protocol). The Court 
of Appeal held that valuable commercial 
confidential information falls within the 
concept of “possessions”. Therefore, the 
1998 Act must be interpreted in the light 
of the right to peaceful enjoyment. In 
deciding whether to disclose the requested 
information, the Council had to perform a 
public interest balancing exercise to justify 
maintaining confidentiality or disclosing the 
requested documents. 

Commercial Information
and Human Rights

Continued on page 2



ISEB COURSES 
 

The ISEB Certifi cate in Freedom of 
Information and the ISEB Certifi cate 
in Data Protection courses are ideal for 

those who wish to have their knowledge and 
expertise recognised through an internationally 
recognised qualifi cation.

The courses are designed in such a way as to 
allow those with a basic knowledge of DP and 
FOI to benefi t and take the exam. Both courses 
are also accredited by the Solicitors Regulation 
Authority and the Institute of Legal Executives. 

OUR GUARANTEE: If you attend the entire course (all days) and do not pass 
the exam, you may attend day 6 (mock exam and revision) and day 7 (revision 
and exam) again at another Act Now ISEB course for FREE. (Please note that the 
exam fee is still payable to ISEB).

See how our result compare: 

Our next ISEB courses start in February and March in London. We still have a 
few places left so please get in touch if you are interested: 
http://www.actnow.org.uk/content/31
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In December more than half of 
councils in England had yet to comply 
with government demands to publish 
their spending, with less than a month 
to go before the deadline. 
http://tinyurl.com/2wldeo5

Of 354 local authorities, 144 have 
released the information, and the rest 
have until the end of January.  

Also to be published online, as part 
of the government’s Transparency 
Agenda, are senior salaries, councillors’ 
expenses, minutes of meetings and 
data on service provision such as 
rubbish and recycling rates. 

A code of practice incorporating the 
requirements on transparency about 
spending is to be published shortly 
Are you one of the “slow coach” 
councils?

As always, 2010 was a busy year 
for the Environmental Information 
Regulations 2004 (EIR). Our 
consultant, Tim Turner, has selected 
some major cases practitioners need 
to know about.  

These include decisions about 
the public interest test, the CON29 
issue, legal privilege and many more. 
READ MORE
www.actnow.org.uk/content/45 

Spending data delays
EIR 2010 
Caselaw
Review

ISEB EXAM RESULTS

(July 2009 – October 2010)

FOI DP Overall

Act Now Training 92% 78% 85%

Other Providers 68% 72% 71%

TESTIMONIALS

“… your humour and real life examples made us remember the provisions of the Act, and 
even now in at work I refer to the notes I made in class and they come extremely handy so 
thanks once again – it was a really useful and enjoyable experience.”

GS, Wakefield Council

“Many thanks to you Ibrahim for your superb lectures and interactive training. I would 
never have passed without you. I am recommending you to everyone.”

SW, Natural England

“Thanks a million your an excellent trainer :-)”
AS, London Borough of Islington

“I'd also like to say thank you to you for your tutoring skills throughout the ISEB FOI course 
- you and the other trainees really helped make the course an enjoyable learning 
experience for me.”

RD, Scottish Natural Heritage

“Thanks for all the help throughout the course - I followed your exam tips so they definitely 
work!”

TM, Scottish Borders Council

“Thank you very much.  I couldn't have achieved it without your help, support, knowledge 
and teaching.”

KA, Ealing Council

“The trainer brought data protection to life, the course was responsive to the wide range of 
public and private and personal issues relevant to this subject and it prepared candidates 
for the exam well”

AJ, Scottish Government

The court held that Veolia’s 
fi nancial model and profi t margins 
were protected from disclosure and 
also commented that the pricing 
mechanisms and key performance 
indicators, originally disclosed, 
were also the type of confi dential 
information protected under the 
ECHR and disclosure could not be 
justifi ed. It acknowledged that there 
is a public interest in transparency 
particularly in the use of public 
money but, on the other hand, “there 
is a strong public interest in the 
maintenance of valuable commercial 
confi dential information”

The effect of this case is that 
members of the public cannot now 
access commercially confi dential 
information under the 1998 Act 
unless there is a public interest in 
granting access which outweighs 
the private interest in keeping it 
confi dential. This brings the 1998 
Act more in line with the Freedom 
of Information Act (FOI) and 
the Environmental Information 
Regulations (EIR), under which 
genuinely confi dential information 
only has to be disclosed where there 
is a public interest. 

Commercial Information
and Human Rights
Continued from front page
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On 22nd December 2010, the 
University of East Anglia (UEA) 

gave the first undertaking to the 
Information Commissioner under FOI. 
Until now, the ICO has only required 
undertakings from organisations for 
data protection breaches. Today’s 
agreement with the UEA marks the 
first time the Commissioner has used 
an undertaking for the purposes of 
improving an organisation’s freedom 
of information practices.

The university has had to make a 
public commitment to further improve 
the way it responds to FOI requests. It 
follows the disclosure of emails from 
the University’s Climatic Research 
Unit in November 2009 which showed 
an apparent reluctance to respond to 
valid requests for information about 
the Unit’s involvement in ongoing 
climate research.

While the ICO found that the 
University already had policies and 
procedures in place to ensure that 
requests for information were handled 
in accordance with the Freedom of 
Information Act, the Environmental 
Information Regulations and associated 
Codes of Practice, the Commissioner 
has served the University with an 
undertaking to ensure it continues to 
show the necessary commitment to 
fulfilling its obligations under both 
pieces of legislation.

Christopher Graham, Information 
Commissioner, said: “I am pleased 
that the University of East Anglia 
has already taken steps to address our 
concerns and am confident that they 
will build on this to further improve 
compliance.
“This is the first occasion on which 
we have sought formal undertakings 

to secure 
compliance with 
the Freedom of Information Act. Our 
tougher enforcement strategy makes it 
clear that public authorities will face 
similar action if they fall short of their 
responsibilities to promote openness 
and transparency.”

Professor Edward Acton, Vice-
Chancellor of the University of East 
Anglia has now signed a formal 
undertaking to ensure that staff receive 
adequate training on the requirements 
of the FOI Act. The University has also 
committed to a review of its present 
systems for the archive, storage and 
retrieval of emails with emphasis on 
reducing the prevalence of localised 
procedures.

A full copy of the undertaking can 
be viewed at
http://tinyurl.com/23nkptp

First FOI Undertaking

Pay Negotiations
Section 36 2 (b)(i) allows information to be withheld if 
disclosure would or would be likely to prejudice free and 
frank provision of advice. It is a qualified exemption and so 
the decision to withhold is subject the public interest test.

In Public and Commercial Services Union v Information 
Commissioner and the Ministry of Justice (EA/2009/0123) 
the PCS request for information about pay negotiations 
between the PCS and the National Offender Management 
Service (NOMS) was refused on the grounds that disclosure 
would prejudice free and frank advice (section 36) and the 
public interest in disclosing the information was outweighed 
by the public interest in withholding it.

NOMS argued that the public interest for officials and 
Ministers to be able to consider fully all options on changing 
the pay and grading of staff would be stifled if the withheld 
information were to be released and that this outweighed the 
public interest in accountability and transparency. 

The Information Commissioner considered that the 
exemption was engaged. He went on to consider the public 
interest factors. The withheld information concerned the 
tactics and the stance to be taken in negotiations over pay 

and conditions.
   Disclosure would 

cause an imbalance in 
those negotiations and 
was contrary to the 
public interest, even 
after the negotiations 
had been concluded, 
as the information 
had remained relevant 
and sensitive up to the 

time, approximately 4 years after the events in question, 
when NOMS had refused to release it. 

The Information Commissioner considered that those 
public interests were not equalled or outweighed by the 
public interest in disclosure put forward by PCS, which he 
considered to be of greater interest and benefit to PCS than 
to the public as a whole.

The Tribunal agreed with the decision of the ICO to 
uphold the appeal.  This is an important decision for public 
authorities which will no doubt be the subject of many 
such similar requests as the effects of the public sector cuts 
begin to bite and there are difficult negotiations with the 
unions.
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The Freedom of Information Act 2000 (FOI) applies 
to information which is held by a public authority 

at the time it receives an access request. The First Tier 
Tribunal (Information Rights) recently examined the some  
times difficult question of when information is “held” in 
British Union for the Abolition of Vivisection (BUAV) 
v Information Commissioner and Newcastle University 
(EA/2010/0064).

BUAV submitted a request to 
Newcastle University for the information 
set out in project licenses, granted by the 
Home Office under the Animals (Scientific 
Procedures) Act 1986 (ASPA), which 
governed some published animal research 
at the University. Amongst other things, 
the University argued that it did not hold 
the licenses. It said that they were held 
by the Named Veterinary Surgeon (NVS) 
pursuant to his statutory role under ASPA. 
At the preliminary hearing the Tribunal 
had to decide whether the information 
was held by the University at the time it 
was requested.

The Tribunal stated that ‘hold’ is an 
ordinary English word; it is not used in 
some technical sense in FOI. Sophisticated 
legal analysis of its meaning is not required or appropriate. 
However, it is necessary to observe that ‘holding’ is not a 
purely physical concept, and it has to be understood with 
the purpose of FOI in mind. 

The University submitted that the ASPA regime, which 
placed personal responsibility upon project license holders, 
had the consequence that the requested information was 
held solely by those individuals and not by the governing 
body of the University.  The Information Commissioner 
supported this submission on the basis not of the ASPA 
regime alone but having regard to the evidence, which he 
submitted showed that the information was in fact ring-
fenced so that only individuals with the relevant statutory 
roles could access it.

The Tribunal ruled that, while the ASPA regime was 
undoubtedly a material consideration, it did not have the 
consequences contended by the University. The personal 
responsibilities placed on individuals by the ASPA regime 
were an important feature of the system of control on 
animal research, since they avoid the danger of dilution that 
would result if the responsibilities were assigned merely 

to an institution. But this striking feature of the regulatory 
structure should not be allowed to crowd out the larger 
picture. 

The Tribunal noted that animal research was a very 
substantial part of the University’s activities, carried out 
for University purposes on University premises. The 
grants that were made to fund it were grants made to the 
University. The confidential information involved was 

generated within the University.  The 
licenses were physically held by a 
Professor Flecknell as the NVS for 
the University’s animal research, by 
arrangement with a Dr Hogan, to whom 
Professor Flecknell was responsible. 
Dr Hogan was the ASPA certificate 
holder not in his personal capacity 
but precisely because as Registrar he 
represented the governing body of the 
University. 

The Tribunal therefore concluded 
that the governing body held the 
requested information through him and 
so it was subject to the FOI regime.

Sometimes the applicant will 
disagree with the public authority and 
insist that the information is held. How 

far does the public authority have to go to prove it does not 
hold the information?

In Edwards v Information Commissioner (EA/2010/0104 
21st October 2010), the applicant made a request for, 
amongst other things, data relating to a drug test carried out 
by Kings College London. The College stated that it did not 
hold the data in question and other relevant data had been 
routinely destroyed according to its usual practices.

 The applicant was dissatisfied with this response and 
complained to the Commissioner insisting that the information 
was held. The Tribunal agreed with the Commissioner’s 
decision that there was no evidence of dishonesty on the 
part of the College and no evidence that the information was 
held. The Tribunal reminded itself (relying on a previous 
decision (Linda Bromley v Information Commissioner and 
the Environment Agency (EA/2006/0072)) that in order 
to be satisfied that particular information is not held, it is 
not necessary for the public authority to prove to a point of 
certainty that this is so, rather the matter is to be determined 
on the balance of probabilities. Thus, the Tribunal must ask 
itself is it more likely than not that the information is held.

To Have and To Hold



As we went to press the Ministry of 
Justice announced plans to amend the 
FOI regime:
http://tinyurl.com/38hq75t

The key points are as follows:
1. Extending the Freedom of 

Information Act to additional bodies
2. Amending the Public Records 

Act to reduce the 30-year rule so that 

Changes to FOI
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Section 12 of FOI and the Freedom of Information 
and Data Protection (Appropriate Limit and Fees) 

Regulations 2004 (SI 2004 No 3244) mean that when a 
public authority wishes to refuse a request on grounds that 
the costs of complying with it would be over the appropriate 
limit (£450 or £600), it can only take account of the cost in 
doing four things calculated at a rate of £25 per hour:
(a) determining whether it holds the information, 
(b) locating the information, or a document which may 
contain the information, 
(c) retrieving the information, or a document which may 
contain the information, and 
(d) extracting the information from a document containing 
it. 
Section 16(1) imposes a duty on the public authority to offer 
advice and assistance to the requestor, so far as it would be 
reasonable to do so. Section 16(2) provides that a public 
authority will be taken to have complied with its duty in this 
regard if it has complied with the Code of Practice, issued 
under section 45.

The Code states that, when the cost of compliance would 
be over the appropriate limit, a public authority should 
consider providing an indication of what, if any, information 
could be provided within the limit and should also consider 
advising the applicant that by re-forming or re-focusing 
their request the information could be supplied at a lower 
fee or at no fee. Without doing this, the Tribunal could rule 
that the public authority’s cost estimate has not been made 
on a reasonable basis (see Robert Brown v ICO and The 
National Archives (EA/2006/0088)).

In Dorothy Cooksey v Information Commissioner and 
Greater Manchester Police (EA/2010/0113) the information 
requests concerned documents relating to a murder 
investigation. Greater Manchester Police refused to provide 
the information on the basis that, after aggregating the 
requests, the costs of doing so would exceed the appropriate 
limit (£450). It said that retrieving the information would 
involve searching through many boxes of documents which 

were not in any particular order. The Tribunal upheld the 
Information Commissioner’s decision and dismissed the 
appeal. However it did criticise the police for their poor 
records management. It also made some important points 
about application of the fees provisions and the duty to 
advise and assist in section 16.

The Tribunal was satisfied that the police had properly 
considered whether there were alternative methods of 
complying with the information requests. However it 
agreed with the police’s view that “it is only if an alternative 
exists that is so obvious that disregarding it renders the 
estimate unreasonable”. The Appellant had suggested some 
alternative sources but there was no evidence to support these 
suggestions and the Tribunal concluded that as they were 
speculative, it could not accept that they were sufficiently 
“obvious” to render the estimate (based on the understanding 
that all the boxes had to be searched) unreasonable.

With regard to the duty to advise and assist, the Tribunal 
accepted the argument that this was not a case in which the 
requestor could reasonably have been advised to re-frame 
her request, to limit its scope or to make it in a way that 
would allow de-aggregation as per section 16. The Tribunal 
was satisfied on the basis of the evidence presented to it that 
the information was in so disorganised a state as to make 
it necessary for someone to search through all the boxes in 
order to find any one part of it.

The requestor also argued that there could reasonably 
have been a search up to the appropriate limit and that any 
information found in relation to her original request, even 
if only partial, would be useful. The Tribunal sympathised 
with this sentiment but ruled that it is not a correct approach 
to section 12. If the appropriate limit is engaged, the effect 
of section 12 is to disapply the duty to comply with the 
information request. There is no duty to supply information 
up to the appropriate limit. The Tribunal did not consider that 
the margin of difference between the compliance estimate 
and the appropriate limit is a relevant consideration in these 
circumstances.

Searching Obligations

BREAKING NEWS historical records are generally made 
available at The National Archives 
and other places of deposit after 20 
years.

3.  Enhancing protection 
for information relating to 
communications with the  
Royal Family and Household. 
Communications with the Monarch, 
the Heir to the Throne and second 
in line to the Throne. This  will be 
done by turning part of the section 
37 exemption into an absolute 

exemption.
4. Requiring public authorities 

to proactively release data in a way 
that allows businesses, non-profit 
organisations and others to re-
use the information for social and 
commercial purposes.

5. Reviewing the operation of 
the FOI Act, in the form of post 
legislative scrutiny.

We will cover these in more 
details in our next newsletter as well 
as our podcasts and webcasts.
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In a recent Tribunal case (Department 
for Works and Pensions Respondent 

v Information Commissioner 
(EA/2010/0073 20)) the complainant 
requested, amongst other things, 
the full text of any and all contracts 
or agreements between the Cabinet 
Office and Atos Origin regarding the 
provision of the Government Gateway 
service. Following Directions and a 
Pre-hearing Review the DWP disclosed 
much of the information apart from 
some clauses and schedules in the 
contract, in particular:
i. Liability caps
ii. Performance requirements – KPIs, 
service levels, service credits and 
hosting service levels
iii. Benchmarking model 
iv. Charges
v. Atos’ financial model (“Financial 
Model”) 
vi. Change control notifications
vii. Information relating to Atos’ data 
centre

This was on the basis of Section 
43 which provides for exemptions for 
trade secrets (section 43(1) and where 
the commercial interests of the public 
authority or others would or would 
be likely to be prejudiced (Section 
43(2)).

The Tribunal noted that there 
is no definition of what is a trade 
secret in FOI. It considered the case 
of Lansing Linde v Kerr [1991] 1 
WLR 251 where the court referred to 
“information, which, if disclosed to a 
competitor, would be liable to cause 
real (or significant) harm to the owner 
of the secret” provided it was used in 
a trade or business and the owner had 
either limited the dissemination of the 
information or at least not encouraged 
or permitted widespread publication.

The Tribunal found that the Financial 
Model is equivalent to a trade secret 

of Atos. Even if it were wrong 
we find that it “would prejudice” 
the commercial interests of Atos 
if it was disclosed because it 
contained the confidential financial 
information of Atos and its unique 
model for calculating prices, rates 
of return etc and which would put 
competitors at an unfair advantage 
if disclosed in relation to any future 
procurement exercise.

In relation to the rest of the 
disputed information it found that 
there “would be likely to be prejudice” 
to the commercial interests of the 
DWP. It found that there was a causal 
relationship between the disputed 
information and future government 
procuring of IT services and that 
there is a real risk to the competitive 
environment particularly in relation to 
the future of the Gateway. 

Turning to the public interest the 
Tribunal found that the public interest 
balance favours disclosure of the 
information apart from the Financial 
Model and data centre information. 
With regard to the former it noted that 
the OGC FOI (Civil Procurement) 
Policy and Guidance version 2.0 (“OGC 
Guidelines”) recognises financial 
models and that up to the contract date 
its working assumption is that it should 
not be disclosed. 

It is not mentioned again in later 
stages of contract delivery but it seemed 
to the Tribunal that there is a strong 
public interest in such models being 
protected though the life of a contract 
particularly where the model continues 
to be used. The Financial Model in this 
case contains confidential information 
which if disclosed may very well 
reduce the competitiveness of Atos. 
Although the company would not walk 
away from public procurement if the 
model was disclosed it was clearly 

very concerned and indicated that Atos 
would be less inclined to offer such 
models as part of future contracts.

If this was the case then we find that 
it would not be in the public interest 
that suppliers would in any way be 
reluctant to provide financial models 
in large IT outsourcing contracts. 

With regard to the data centre the 
DWP argued that the location of the 
centre would make it easier for terrorists 
or other criminals to locate Gateway 
data. Also if security specification and 
other information on the layout of the 
centre is disclosed it will make it easier 
for the premises/data to be penetrated 
or attacked. Therefore there is a public 
interest in keeping the information 
secret.

Having considered all the 
circumstances in this particular case, 
including the fact there was ultimately 
only one bidder for the 2006 Contract, 
the Tribunal found that the public 
interest in maintaining the exemption 
did not outweigh the public interest 
in disclosure and that liability caps, 
performance requirements – KPIs, 
service levels, service credits and 
hosting service levels, the benchmarking 
model, charges and change control 
notifications should be disclosed.

NEXT FOI WEBCAST:
Latest Change to FOI

By Ibrahim Hasan on 
27th January 2010 at 11am

Details: 
www.actnow.org.uk/content/50 

Disclosure of Contracts
and Financial Models



FOI/EIR 
Helpline

Act Now Training provides an FOI/
EIR Helpline service. 

This is designed to supplement your 
internal FOI/EIR expertise by acting 

as a “sounding board” or “signpost 
service” for you to discuss your FOI/
EIR requests and possible responses. 

Through the helpline Ibrahim 
Hasan will be available to guide you 
through the relevant area of law, 
discuss possible exemptions and how 
to deal with any complaints. 

At a time of increasing pressure on 
public sector budgets, the Act Now 
FOI/EIR Helpline is the most cost 
effective solution for your FOI/EIR 
problems.

More details at
www.actnow.org.uk/content/25
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The government has pledged greater transparency across 
the public sector through publishing data to strengthen 

accountability to citizens. Government has committed to 
publishing certain information on salaries, spending and 
contracts by January 2011.

The Local Government Group in collaboration with the 
Local Public Data Panel is publishing a set of guides to offer 
practical help to meet both immediate targets of publishing 
data, and to adopt approaches that will add most value for 
local people and public services over the longer term.

There are two documents available to download: 
1. Publishing senior salary information
2. Publishing local spending data

This is a rapidly evolving and innovative agenda, so the 
guides are not static, mandatory requirements but rather 

they are ‘live’ documents that are open for you to comment 
on and offer the benefi ts of your experience.
http://tinyurl.com/2vc4jah

Local Government Transparency Guidance 

In October 2010 the Information Commissioner published 
a list of organisations that are being monitored because it 
appears they are not meeting the requirement to respond 
to freedom of information requests on time. They have 
either:
(i) been the subject of six or more complaints of delay in 
the last six months, 
(ii) exceeded the time limit by a signifi cant margin on at 
least one occasion, or
(iii) appear to respond in time to fewer than 85% of 
requests.

It is interesting to note that out of 33 organisations on 
the list more than 55% are local authorities. 

The Commissioner will monitor the authorities for 
three months, but may take action during this timeframe 
if an authority’s standard of compliance is revealed 
to be particularly poor, or if it is unwilling to make the 
improvements necessary. 

The list will be updated quarterly and published on the 
Commissioner’s Monitoring Compliance webpage 
www.ico.gov.uk

Section 40 provides an exemption from disclosure of 
personal data about the requestor as well as that of third 
parties. With regards to the latter the public authority 
must show that disclosure would breach of one of the data 
protection principles (usually the fi rst one).

The recent Tribunal decision in Bousfi eld v Information 
Commissioner and Liverpool Women’s NHS Trust 
(EA/2009/0113) concerned a refusal of a request for 
compromise agreements the Trust has entered with 
doctors that have been paid off or “taken voluntary early 
retirement”. 

The Tribunal upheld the Trusts refusal (and the 
Commissioner’s decision notice) on grounds of it being 
personal data Section 40(2).

 In doing so it reiterated the questions that need to be 
asked when applying this exemption:

READ MORE
www.actnow.org.uk/content/45

Third Party Personal Data
The Correct Approach

ICO Gets Tough
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Academy Schools
Earlier this year the Freedom of Information Act was 
extended to cover academy schools by the Academies Act 
2010. The Act now applies to academy trusts of maintained 
schools converting to academies from September 2010 
and to academy trusts of existing academies from January 
2011. Under the new Freedom of Information (Time for 
Compliance with Request) Regulations 2010 (SI 2010 No. 
2768), academy schools have the same time limits as other 
schools for responding to requests. This means 20 working 
days, disregarding any working day that is not a school day, 
or 60 working days, whichever is the sooner.

The Information Law Daily

We have just launched The Information Law Daily
http://paper.li/ActNowTraining This is our Twitter 
newspaper containing the latest stories and developments 
(via Twitter) from the world of privacy, data protection, 
freedom of information and surveillance.

The newspaper is updated daily and is completely free 
so there is no impact on your budget! George Osborne will 
be proud!

What Do They Know.Com 
Many local authorities receive requests for information 
under the Freedom of Information Act (FOI) via the website 
www.whatdotheyknow.com (WDTK). It’s fair to say that 
this website is viewed with some mistrust by many FOI 
practitioners who see it as encouraging vexatious requests 
or just as encouraging people to make FOI when they would 
not normally do so. Many object to having to respond via 
a website which ensures that all requests and responses are 
automatically published online for the whole world to read. 
Can a public authority refuse to deal with FOI requests 
made in this way? 

Ibrahim Hasan has written an article on this and other 
recent FOI developments http://tinyurl.com/32zl5kq

FOI and Scientific Research
Following the Information Commissioner’s decisions against 
the University of East Anglia and Queens University, Belfast 
in relation to Freedom of Information requests relating to 
research, JISC has commissioned an FAQ for researchers. 
The FAQ attempts to cover the UK and Scotland versions 
of both Freedom of Information Acts and the Environmental 
Information Regulations. Two versions have been prepared: 
a space-limited version for print, and a longer version for 
the web. http://tinyurl.com/3xxs4r9

Also an excellent article has been published in the Times 
Higher Education supplement on impact of FOI on academia 
especially on access to scientific research
http://bit.ly/en71f9

Section 37 Exemption to 
become Absolute
The Daily Mail recently reported that there is a dispute 
within the coalition government over the extent to 
which the Royal Family are subject to the Freedom of 
Information Act. It says that the government proposes 
blanket ban on release of information about royal family: 
http://tinyurl.com/2fxorl2

No Charging for FOI Requests 
Local government secretary Eric Pickles has moved swiftly 
to squash an attempt to enable councils to charge newspapers 
for Freedom of Information requests:
http://tinyurl.com/25vzfcc

See also “Seven ways councils can make FOI cost less” 
http://bit.ly/b2q7mT

FOI Podcast No 24 
Our latest FOI podcast has now been 
published. It covers major decisions of the 
Information Commissioner and the Tribunal 
in September, October and November 
2010. You can also read the script for the previous podcast. 
Listen, learn and claim ½ a CPD credit for free: 
http://www.actnow.org.uk/content/21

Review of FOI in 2010
Martin Rosenbaum of the BBC reviews FOI matters in 2010 
on his Open Secrets blog: http://bbc.in/hCV7d

FOI Update Workshops
A full workshop examining the latest FOI decisions of the 
Commissioner and the Tribunal will be held in 2011 in 
London, Manchester, Bristol and Belfast.
More information: www.actnow.org.uk
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FOISA IN SCOTLANDFreedom of Information

The Lockerbie Bomber
On 18th November 2010, 
the Scottish Information 
Commissioner issued 
Decision 190/2010 Thomas 
Smith and the Scottish 
Ministers. The case involves 
a request for the names of the 
doctors who had diagnosed 
the condition and prognosis 
of life expectancy of Abdelbaset Ali Mohmed Al-Megrahi.

Mr Smith argued for the release of the names of the 
doctors concerned so that they could be made answerable to 
the public for their diagnosis and prognosis by being subject 
to the scrutiny of the media.

The Commissioner found that the association of the doctors 
with the treatment of Mr Al-Megrahi’s medical condition 
greatly enhanced the sensitivity surrounding the disclosure 
of their names and would impact negatively on them and 
on their families. The Commissioner considered that an 
‘irreconcilable tension’ between the demands of the media 
and the professional and legal obligations of the doctors in 
this case was likely to cause the doctors unwarranted distress. 
He noted that the doctors would not be able to comment to 
the media about Mr Al-Megrahi’s physical or mental health 
without breaching the Data Protection Act 1998 and their 
obligations under doctor/patient confi dentiality, given that 
Mr Al-Megrahi had not consented to the release of any 
medical information over and above that already published 
by the Scottish Government.

The decision also explains that the Commissioner must 
consider only whether the authority responded correctly, in 
law, to the request at the time it was made. In this particular 
case, since Mr Smith made his request, a national newspaper 
has reportedly published the names of the doctors. However, 
the Commissioner cannot take these reports into account. He 
can look only at whether the Scottish Government gave the 
correct response to Mr Smith in January this year.

Accordingly the Commissioner has concluded that the 
Scottish Government is not required to disclose the names 
of the doctors.

FOISA Survey
A survey  published in December 2010, conducted 
by Holyrood Magazine and the Scottish Information 
Commissioner, has found that nearly three quarters of those 

asked expect the general public to make more use of their 
right to information under freedom of information (FOI) 
laws as spending cuts take effect in Scotland. 

The survey polled public authority offi cials, legal 
advisers, civil society groups and other FOI specialists 
prior to Holyrood’s 8th Annual Freedom of Information 
Conference, being held today in Edinburgh. It also found 
that the majority felt that the case for FOI was unaffected 
by the economic downturn, with 21% believing the case for 
FOI is strengthened by the current economic problems, as 
members of the public want to see that public authorities are 
spending money wisely.

In spite of this, however, 64% of those questioned 
expected their organisation to have fewer resources for FOI 
over the coming years. 

Kevin Dunion, Scottish Information Commissioner, said 
“As public authorities face up to diffi cult decisions about 
where to spend and where to cut, there is a recognition that 
the public will want to know why certain tough choices have 
been made, and how the services they rely on are going to 
be affected.
“The task for all of us is to ensure that the FOI regime 
continues to deliver on the public’s right to know, despite 
the cutbacks. We have to draw upon good practice developed 
over the past 6 years to ensure requests are dealt with 
effi ciently and with least demand upon public authorities’ 
resources.”

FOISA Request Costs
The Scottish Government estimates the average FOISA 
request costs £189 to answer http://bit.ly/bZfcUE

Some Good News
Congratulations to Scottish Borders Council which, 
according to the Scottish Information Commissioner, has 
turned its FOISA compliance around: http://bit.ly/fcjTt1

Edinburgh Courses 
Act Now has a full program of courses in Edinburgh on 
DPA, FOISA, RM and RIPSA:
www.actnow.org.uk/courses/city_Edinburgh

SIC newsletter
Read Kevin Dunion’s latest FOISA newsletter here:
www.itspublicknowledge.info
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On November 24 the ICO issued its fi rst monetary 
penalties against Hertfordshire County Council and the 

employment services company A4e for serious breaches of 
data protection.

The fi rst penalty, of £100,000, was issued to Hertfordshire 
County Council for two serious incidents where council 
employees faxed highly sensitive personal information 
to the wrong recipients. The second monetary penalty, of 
£60,000, was issued to employment services company 
A4e for the loss of an unencrypted laptop which contained 
personal information relating to 24,000 people who had used 
community legal advice centres in Hull and Leicester. Both 
Hertfordshire County Council and A4e have now arranged 
payment of the monetary penalties, within 28 days of being 
notifi ed, entitling them to a 20% discount on the fi nal 
penalty fi gure. A number of similar cases are currently under 
investigation and further such penalties may result.

The move follows the ICO being handed new powers on 
6 April 2010 to issue monetary penalty notices, requiring 
organisations to pay up to £500,000 for serious breaches of 
the Data Protection Act.

Further information on this announcement, including 
a link to both penalty notices, can be found on the ICO 
website 
www.ico.gov.uk

The ICO may have handed out its fi rst fi nes, but people 
still want stronger data protection laws, a survey shows:
http://ow.ly/3fvuy.

First ICO Fines

Following the Information 
Commissioner’s fi ne of £100,000 
upon Hertfordshire County 
Council, now is the perfect time 
to raise awareness of the dangers 
of using the fax machine to send 
sensitive personal data.

To help you do this, Act Now 
Training has designed an A3 
colour poster which can be put 
up next to every fax machine. 
This will prompt staff to think 
carefully about what they are 
doing and to check they have the right number.

To order your poster(s) (£1.50 each plus vat) please go 
to our website: www.actnow.org.uk/contact
Don’t forget to state how many posters you would like.

Fax Awareness Posters

The vetting system for those working with children is to 
undergo a radical re-examination, the Home Offi ce has 
announced. The Vetting and Barring Scheme (VBS) was 
launched in October last year in response to the murder of 
Holly Wells and Jessica Chapman by school caretaker Ian 
Huntley in 2002. Set up by the Independent Safeguarding 
Authority, it was designed to prevent unsuitable people 
working with children and vulnerable adults, with employers 
facing prosecution for breaches.

Last month the think tank Civitas called for the scheme 
to be axed altogether.  It said the VBS risked combining 
with a broader culture of fear to “poison the relationship 
between the generations”. The organisation said problems 
included more than 12,000 innocent people erroneously 
being labelled as paedophiles, violent or criminals, councils 
banning parents from playgrounds and parents running into 
diffi culties when trying to share the responsibilities of the 
school run.

 The Home Offi ce Review will examine whether the 
VBS is the best way to protect children and vulnerable 
people and, if so, how many roles it should cover. The 
fi nal recommendations will be announced early in 2011. 
A separate review will consider changes to criminal 
record checks including limits on what information can be 
passed to employers and when they can or cannot ask for 
background checks. 

The High Court recently ruled that vetting and barring 
legislation for people working with children and vulnerable 
adults breaches human rights law. Under the legislation, 
the Independent Safeguarding Authority (ISA) keeps lists 
of people who are barred from working with children or 
vulnerable adults. Once barred, the restrictions on work last 
from a minimum of one to a maximum of ten years. But the 
High Court ruled that automatically banning those convicted 
of, or admitting to, crimes with children and vulnerable 
adults, without allowing them to make representations 
breached their rights to a fair trial. The case involved four 
nurses, two of who had received police cautions for leaving 
their children at home alone.
READ MORE: http://tinyurl.com/25alxaj

Vetting and Barring 
Scheme Review



 January 2011      www.actnow.org.uk                           11

newsletter

Data Protection

On 8th October 2010, the Information Commissioner’s 
Office (ICO) launched a formal consultation exercise 

on the Code of Practice on Data Sharing. 
This code explains how the Data Protection Act 1998 

(DPA) applies to the sharing of personal data. It is aimed 
at both the public and private sectors. Organisation are 
encouraged to use the code to help them to understand 
how to adopt good data sharing practice. However it is not 
legally binding, though it must be taken into account by the 
Information Commissioner and the courts when determining 
any issue before them.
Scenarios where data sharing might occur include a school 
passing information about a child to a social services 
department, a group of insurance companies pooling data 
about people making claims, GPs sending patient records 
to a hospital and a retailer passing customer details to a 
debt collection agency. The code covers a number of areas 
including:
• What factors an organisation must take into account when 
coming to a decision about whether to share personal data;
• The point at which individuals should be told about their 
data being shared;
• The security and staff training measures that must be put 
in place;
• The rights of the individual to access their personal data; 
and
• When it is not acceptable to share personal data.

The document also includes suggested contents for an 
information sharing protocol, a template information request 
form and a template record of disclosure form. There is a set 
of case studies at the end on different information sharing 
scenarios and the factors which should be considered when 
deciding whether or not to share information. The code can 
be downloaded from the ICO website http://tinyurl.com/
mtge4w
The consultation will run for twelve weeks until 12th 
January 2011.

Also on this topic see Nick Clegg’s proposal to give 
councils powers to cross-match data :
http://bbc.in/8YJ0Ic 

Unless you have just landed on Planet 
Earth, you will know all about the 
WikilLeaks and Julian Assange saga. 
Aliens should click on the following 
links to familiarise themselves with 
the background:

Guardian - http://bit.ly/e4toHn 
BBC - http://tinyurl.com/27my7z6

But what are the implications for privacy, information 
access and transparency? Greater minds than ours have 
pondered over these questions. Read on:
• Thoughts of an FOI officer 
http://foiman.com/archives/83

• Do They Have A Right To Privacy? 
http://bit.ly/fSiNqa 
• The Privacy Lessons in the latest 
Wikileaks Data Dump http://bit.ly/
hlGnTw
• There’s No Such Thing As Privacy Any 
More http://tinyurl.com/27crjj9
• Revelations Will Be Digitalised 
http://bit.ly/g4tEoS
• Wikileaks and the Liberal Mind: 

http://tinyurl.com/3xw636y

Tim Berners-Lee explains why WikiLeaks is not open 
government data 
http://huff.to/fijknC

Draft Data Sharing Code

WikiLeaks Saga
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Data Protection

Good data protection practice 
requires every organisation to 

have a comprehensive set of policies 
and procedures setting out how it 
handles different types of personal 
data. This should include guidance to 
staff on best practice and the basic dos 
and don’ts.

Why re-invent the wheel? Act Now 
has launched a Data Protection Policy 
Pack which contains a comprehensive 
set of policies, procedures and 
other important documents which 
can be tailored and adopted by any 
organisation subject to the Data 
Protection Act 1998. The pack also 
contains a set of procedures on the safe 
and secure transfer of information and 
a full set of guidance documents for the 
use of personal data. A separate pack, 
tailored specifically for schools is also 
available.

Items in the pack are designed to 
be adapted to suit local circumstances, 
but many contain practical approaches 
to Data Protection and security issues 
that can be adopted without detailed 
changes. Over thirty documents are 
available in the pack including:
Policies: Documents that firmly set out 
an organisation’s approach to certain 
issues, laying out rules and dictating 
how the organisation will deal with 
issues like information risk, security 
and social media. They include: 
• A detailed corporate policy on Data 
Protection
• Policy statements on each of the Data 
Protection principles
• A detailed policy on the use of Social 
Media like Facebook and Twitter 
Procedures: Instructions for staff 
on what to do in specific situations 
designed in the main to prevent risks 

Edited by Claire Bessant
The Law Society - price £47.96 
http://tinyurl.com/29u3bpf

Information sharing is an issue 
which is surrounded with confusion. 
Over the years there have been 
many media headlines about public 
authorities failing to share information 
on important matters such as child 
protection and criminal activities. 
The Coalition Government’s plans to 
tackle benefit fraud, to release more 
offenders into the community and to 
encourage more public sector joint 
working arrangements mean that this 
will be even more of a hot topic in the 
coming year.

This book provides a practical 
explanation of how the law regulates 
the sharing of information, both 
personal and non personal. It is written 
by a team of experts from Northumbria 
University School of Law who teach 
on the popular Masters in Information 
Rights Law. It uses real life examples, 
practice guidance, flowcharts and 
checklists to demonstrate when and 

how information can and must be 
shared.

Part 1 of the book explains the 
obligations imposed on public 
authorities, private organisations, and 
individuals by the key legal provisions. 
It explores the basic administrative 
principles underpinning public authority 
information sharing. Furthermore, it 
highlights numerous provisions which 
provide authority to share information, 
and similarly identifies provisions 
which restrict information sharing. Part 
2 explores information sharing issues 
arising in specific areas; employment, 
health, children, business and criminal 
justice.

A key component of this text is its 
focus on the interaction between the 
various legislative provisions.

Detailed consideration is given 
to the Data Protection Act 1998, 
the Human Rights Act 1998, the 
duty of confidentiality, the Freedom 
of Information Act 2000 and 
the Environmental Information 
Regulations 2004. Furthermore 
chapter 4 contains a comprehensive 

table of legislative provisions which 
require, restrict or enable the sharing 
of information. This is the first such 
published list we have seen.

The book will be invaluable to 
solicitors and information rights 
professionals especially in the public 
sector where this subject is most 
topical.

Data Protection Policy Pack

Book Review  - Information Sharing Handbook

The Act Now DP Helpline is 
designed to supplement your internal 
expertise by acting as a friendly 
advisor for you to discuss your 
Data Protection and Privacy issues 
and avoid attracting the attention 
of the Information Commissioner. 
Our experts will guide you through 
the relevant sections of the Act and 
make recommendations about your 
response to difficult DP situations.

Please click here for more info 
and subscription details
www.actnow.org.uk/content/25

Data Protection
Helpline

to security and practical compliance. 
These include procedures for:
• Sending information by phone, post 
and fax 
• Handling and loss of paper records
• Building clearance
Some sample confidentiality 
agreements and contract clauses are 
also included.
Guidance: The final section of the 
pack includes guidance documents on 
a wide range of issues. Whereas the 
procedures focus on specific topics, the 
guidance covers more wide-ranging 
issues. 
For example: 
• The use of images
• The proper approach to information 
sharing agreements 
• Disclosing information
• Dealing with subject access requests
All documents are supplied in an 
editable form on CD ROM. To learn 
more please get in touch.
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A recent defamation action brought by a lady 
who was put on a council’s (potentially 

Violent Persons (PVP) list is a reminder to all 
those operating such lists to be very careful.

Jane Clift sued Slough Borough Council and 
Patrick Kelleher, its head of public protection, for 
defamation over their reaction to her complaint 
about a three-year-old boy who vandalised 
a flower bed in a town park. The Council 
argued that a 2005 entry about her in its violent 
persons register was accurate, and that Clift 
was obsessed with getting Slough’s antisocial 
behaviour co-ordinator sacked. Moreover, they 
claimed a defence of qualified privilege on the 
basis that they had an inherent duty to publish 
the information to those with a corresponding 
duty or interest to receive it.

Mr Justice Tugendhat found in favour of 
Clift at the High Court and awarded her £12,000 
in damages http://tinyurl.com/236st8j

On appeal by the Council, the Court of 
Appeal agreed that the Council could only rely 
on the defence of qualified privilege in relation 
to a limited number of recipients, and that 
publication to the remainder was in breach of 
Clift’s Article 8 ECHR rights (privacy). 
http://tinyurl.com/26rf7oe

Jonathan Baines, Information Rights 
Specialist at Buckinghamshire County Council, 
says:

“This case provides a lesson for all public 
authorities to think very carefully about who they 
put on PVP lists and under what circumstances. 
Careful consideration must be given to whom 
and how widely the information is disclosed. 
A PVP list in itself is not, of course, wrong, 
but proportionality dictates that it must not be 
distributed too far. Failure to take account of 
that may also be a failure to have proper regard 
to Article 8 rights, and can remove or limit a 
qualified privilege defence to a defamation 
action.”

Act Now is developing guidance on PVP lists 
which will include polices and procedures. Get 
in touch if you would like to know more. 

Scottish Government’s New Privacy Principles
The Scottish Government has published Identity Management and 
Privacy Principles. Developed by an expert group, they are designed 
to help public service organisations comply with data protection and 
human rights legislation and support good practice. They should be 
adopted by all Public Service Organisations delivering Scottish public 
services.
http://tiny.cc/ju83t
The Information Commissioner has welcomed the principles
http://bit.ly/gsrECQ

ICO Action Over Planning Information
The Information Commissioner has fired a warning to councils over 
data protection breaches when handling planning applications.
http://tiny.cc/k1nid

Fingerprinting Children in Schools
The European Commission has demanded Britain justifies the 
widespread and routine fingerprinting of children in schools because 
of “significant concerns” that the policy breaks EU privacy laws
http://tiny.cc/3fq07

EU Right to Be Forgotten
Late last year, Viviane Reding, the EU commissioner for justice, 
fundamental rights and citizenship, introduced the idea of a right to be 
forgotten. Her proposed rules would force companies like Facebook 
to offer users the right to permanently delete photos, contact info and 
messages posted on websites. There will be twelve to eighteen months 
of debate before the proposals can become EU law:
http://ow.ly/3hAN9

New Safe Data Transfer Country
Uruguay has joined the ‘Safe Countries’ list to whom data can be 
transferred under the Data Protection Principle (transfers outside the 
EEA): http://tiny.cc/0dwe7

New ICO Guidance
New guidance for police forces from the ICO re: crime mapping 
http://bit.ly/f6DRMT

The Future of Information Law
Read Ibrahim Hasan’s article on the Government’s Information Law 
proposals: http://www.actnow.org.uk/content/46

Courses in Bristol
Act Now is running more Data Protection, Freedom of Information 
and Information Sharing Courses in Bristol with Philip Bradshaw in 
the Winter/Spring 2011 Season. For more information please see:
http://www.actnow.org.uk/courses/city_Bristol 

Data Protection News in Brief

Council PVP Lists
and Defamation
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Surveillance Law and Privacy

In November 2010, the Information Commissioner 
delivered his latest report on surveillance in the UK to the 

Home Affairs Select Committee. The report is an up date to 
the Commissioner’s 2006 report, which observed that the 
UK may be “sleepwalking into a surveillance society”. The 
report was requested by the Home Affairs Committee as 
one the recommendations arising from its inquiry into the 
surveillance society.

The report includes research findings by the Surveillance 
Studies Network, a group of academic experts in this field. 
This gauges how far privacy safeguards have kept pace with 
developments in surveillance and concludes that more still 
needs to be done.

Information Commissioner, Christopher Graham, said: 
“Many of the new laws that come into force every year in 
the UK have implications for privacy at their heart. My 
concern is that after they are enacted there is no one looking 
back to see whether they are being used as intended, or 
whether the new powers were indeed justified in practice. 
One example of this is the use of covert CCTV surveillance 
by local councils to monitor parents in school catchment 
area disputes under powers designed to assist in crime 
prevention and detection.

“The report I’ve presented to Parliament today clearly 
makes the case for government departments to build post-
legislative scrutiny into their work as a key way of ensuring 
the successful delivery of the new transparency and privacy 
agenda.”

The report contains an interesting summary of trends in 
(amongst others) the use of CCTV, body scanning and border 

control (including ‘ethnic targeting’ for security searches), 
workplace monitoring, social networking, ‘crowdsourcing’, 
the monitoring of protest activities and even the use of 
unmanned drones. Scrutiny is also given to a number of 
governmental policy tools, such as databases and the use 
of ‘social sorting’ (e.g. into groups such as ‘high cost, high 
risk’ social groups who are vulnerable to social exclusion’) 
to develop targeted welfare strategies.

The report also makes a number of recommendations for 
the private sector, particularly that the privacy implications 
of new technologies are considered before they are launched 
rather than being an afterthought. Other recommendations 
include the use of robust privacy safeguards as well as 
the more widespread adoption of privacy enhancing 
technologies.

The Commissioner recommends that there should be a 
legal requirement to make sure all new laws that engage 
significant privacy concerns undergo post-legislative 
scrutiny to ensure they are being implemented and used as 
intended by Parliament. The report also makes the case for 
the use of ‘sunset clauses’ where legislation poses a high 
privacy risk. Full details: http://tinyurl.com/394qgd6

by Stuart Room
The Law Society - price £55.96
http://tinyurl.com/2bhy72n

The use of email continues to increase 
year on year, and it has brought with it a 
plethora of legal issues. Organisations 
without effective email policies can 
leave themselves open to civil and 
criminal proceedings, as well as the 
cost of PR management and wasted 
system resources. This book focuses 
on the legal aspects of email use. 
It sets out the legal and technical 
background to current law and then 

explores specific areas in which 
significant issues have arisen, such 
as privacy, defamation, copyright, 
access regimes, criminal justice, civil 
litigation.

The book covers relevant legislation 
such as the Data Protection Act 1998, 
the Freedom of Information Act 2000, 
and the regimes on interception of 
communications and criminal and 
civil evidence. It also considers case 
law including that on communications 
privacy including a thorough 
examination of the law and practice 
in this area. Part 1 of the Regulation 

of Investigatory Powers Act 2000 
(RIPA), the Lawful Business Practice 
Regulations, the Human Rights Act 
1998 and the Data Protection Act 1998 
are all considered in detail.

This book will appeal to data 
protection officers, lawyers, auditors, 
IT officers and personnel advisers, 
whether in the public or the private 
sector, who are often called upon to 
advise on the difficult issues covered.

Email Monitoring Workshop:
11th April 2011 – London: 
www.actnow.org.uk/courses/489 

ICO Surveillance Report 2010

Book Review  - Email: Law, Practice and Compliance
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Surveillance Law and Privacy

In the last issue we reported on the Home Office Review 
into Part 2 of RIPA announced in July and due to report in 

Autumn 2010. Well we are still waiting for the report. Our 
sources suggest that it may not be ready till February 2011 
because of disagreements between the coalition partners 
(not the only ones!) about the direction of travel.

It may well be that the outcome of the review is a 
foregone conclusion; bearing in mind who is carrying out 
the review (a member of a party that is very much in favour 
of civil liberties and against state surveillance powers) and 
the commitment made in page 12 of the document entitled, 
“The Coalition: Our Programme for Government” (the 
Coalition Agreement), which states:

“We will ban  the use of  powers in  the Regulation of 
Investigatory Powers Act (RIPA) by councils, unless they 
are signed off by a magistrate and required for stopping 
serious crime.”

Whatever happens local authorities doing RIPA 
surveillance need to get their house in order now. Policies 
and procedures need to be revised and training undertaken 
so that when the changes are announced there is minimal 
disruption to the workings of the organisation. 
Act Now can help (see below).

RIPA Update Workshops
Bristol, Belfast, London and 

Manchester £265 + vat
Following the last consultation on RIPA last year, the new 
codes of practice and regulations came into force on 6th 
April 2010. Changes include:

• More guidance on necessity and proportionality 
• More of a role for councilors in setting RIPA strategy 
• The appointment of a senior officer within organisations 
to oversee RIPA compliance removing the possibility of 
junior officers authorising surveillance

There are more changes afoot with the announcement of 
another RIPA Review (July 2010) to report back soon. Our 
speakers will be discussing all the latest changes in detail 
giving you a head start in implementing them. Full details 
on our website.

Act Now Training is pleased to announce that version 
3 of the RIPA Forms Guidance Manual has now been 
published. It has been fully revised in the light of the 
new RIPA Order and Codes of Practice, which came 
into force on 6th April 2010. The Home Office forms 
still make reference to the old codes. Our forms are 
reproduced with references to the new codes.

Version 3 (April 2010) of the Guidance includes each 
RIPA form with:

• Detailed notes on how to complete each section
• References to the new RIPA Codes and Order
• References to the OSC Procedures and Guidance 
Document

Other useful documents including:
• A detailed briefing note on the new RIPA codes and 
the changes they make to the local authority RIPA 
regime
• Revised colour flowcharts to help officers decide what 
type of surveillance they are undertaking
• A list of common mistakes to avoid
• A suggested template form to be used when doing 
non RIPA surveillance, not available elsewhere

For more details: http://www.actnow.org.uk/content/26

You can also download an evaluation version. There 
is a 33% discount for those of you bought earlier 
versions.

RIPA Forms Guidance 
Manual  (version 3) 

The RIPA Review
Still Waiting!
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Surveillance Law and Privacy

The Coalition Agreement states that the 
government “will end the storage of internet 

and e mail records without good reason.” However 
a recent announcement of its intention to introduce 
the Interception Modernisation Programme, at a cost 
of  £2billion pounds, suggests that the government 
may have abandoned this commitment. 

Details of the scheme will be published within 
weeks and will build on Labour’s abandoned proposal 
(which was heavily criticised by the Coalition 
partners at the time) to require communications 
service providers (CSPs) to collect and store the 
traffic details of all internet and mobile phone use.

The problem for CSPs here is that, while they 
keep a limited amount of such data already for their 
own subscribers for billing and other commercial 
purposes, the programme will also require them to 
store a much bigger volume of third party data such 
as from Google Mail, Twitter, Skype and Facebook that 
crosses their servers every day. The Home Office stresses 
that the scheme would not give the police and security 
services access to the content of emails or text messages but 

case-by-case access to the traffic details of who contacted 
whom at what time and from what location. 

The Information Commissioner has expressed concerns 
about privacy and is to meet the Home Office to discuss 
them.

by Keith Mathieson
The Law Society - price £69.95
http://tinyurl.com/23rugnq

Privacy law cuts across all aspects of 
the work of an information governance 
professional particularly data protection, 
freedom of information and surveillance. 
A basic knowledge of this subject is 
therefore essential to tackle day to day 
work. 

This book  brings together all aspects 
of privacy in a single volume, explaining 
the current state of the law in practical 
terms and making sense of the most 
recent changes. Amongst other things, 
it covers:
• The principal sources of law, including 
the Human Rights Act 1998 and Article 
8 of the European Convention on Human 
Rights

• The impact of landmark cases such as 
Campbell v MGN and Mosley v News 
Group
• The new cause of action for misuse of 
private information
• Data protection and breaches of data 
security

Further chapters, which will be 
of particular interest to public sector 
practitioners, explore privacy and its 
overlap with freedom of information 
and other areas of law and privacy and 
confidentiality in the context of medical 
treatment.

Those looking for a topical 
and accessible, one-stop source of 
information about privacy law will find 
this book particularly valuable, including 
non-lawyers such as data protection 
officers and others whose work impacts 
on individuals’ personal privacy.

More Communica�ons Data To Be Stored

Book Review - Privacy Law Handbook Local authorities and other public 
sector organisations are increasingly 
doing complex and time consuming 
covert investigations to tackle 
benefit fraud, licensing problems, 
trading standards offences, anti 
social behaviour and environmental 
health problems.

The Act Now RIPA/RIPSA 
Helpline is designed to supplement 
your internal surveillance law 
expertise by acting as a “sounding 
board” or “signpost service” for you 
to discuss your covert surveillance 
operations. Our experts will guide 
you through the relevant area of 
law; discuss possible legal tactics 
and how to complete the relevant 
standard Home Office forms. The 
helpline is managed by Ibrahim 
Hasan who is renowned throughout 
the UK as a leading surveillance 
law expert.

RIPA/RIPSA Helpline
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RIPA Trainers: 
Act Now Wants You!
Do you have an excellent working 
knowledge of Part 2 of RIPA (Covert 
Surveillance and CHIS) as it affects 
local authorities? Can you think on 
your feet and answer questions on 
RIPA? Are you interested in sharing 
your knowledge and getting paid 
for it?  Why not apply to become a 
speaker on our RIPA courses. 

2011 is going to be a big year for RIPA training. Act Now 
is looking for top quality speakers on this topic to deliver 
in house and external RIPA courses throughout the UK 
(including RIP(S)A in Scotland).  If your are interested please 
email us with your full CV setting out your professional 
experience in this area (especially on the training side).

New OSC Guidance Document
The Office of the Surveillance Commissioner (OSC) has 
revised its popular procedures and guidance document.  
This contains the OSC’s latest views on various issues and 
common questions which arise when public authorities 
carry out Directed Surveillance, Intrusive Surveillance and 
deploy a CHIS under part 2 of RIPA.  If the previous version 
is anything to go by then it will be an invaluable tool for 
investigators and authorisers. The OSC have sent it to each 
RIPA authority’s Senior Responsible Officer. If you have 
not seen it yet please ask your SRO or e mail the OSC: 
oscmailbox@osc.gsi.gov.uk

Has the Surveillance Society 
gone too far? 
Train commuters (especially on South West Trains) beware! 
http://yfrog.com/h4bjrhhj  (Reproduced thanks to a Tweet 
by Toby Stevens on Twitter)

A Camera in a Doll! 
Has Barbie joined the surveillance society! 
http://bit.ly/c3zigI 
What next?. A camera in Ken? 

ECHR Fact Sheet 
A useful fact sheet on privacy summarising 

caselaw under the European Convention on Human Rights:  
http://tinyurl.com/2bwmp2y

• The politics of surveillance
http://bit.ly/gfTHqV 
• 2010, the year that privacy died
http://tinyurl.com/36rvaao
• Police surveillance balloon scrapped:
http://bit.ly/aGZtww
• Your Apps are watching you and selling you out! 
http://on.wsj.com/hxaz6K 
• CCTV Surveillance for the Community by the 
Community
http://tinyurl.com/23ps3w2
• London’s most pointless CCTV camera? 
http://is.gd/h2AZk

Interes�ng Surveillance Ar�cles

RIPA and RIPSA: Covert Surveillance Update
with Ibrahim Hasan and Sharon Heels

London
Manchester
Belfast
Bristol
Edinburgh

4th May | 24th November
10th May | 17th November
19th May | 1st December
26th May | 17th November
14th April | 10th November

An update on the latest developments in the law and 
practice of covert surveillance under RIPA & RIPSA.

Email and Internet Monitoring
with Ibrahim Hasan

London
Manchester
Edinburgh

11th April
6th July
4th July

A thorough examination of the law and practice in 
this area including what to include in HR policies.

Home Office RIPA SPoC Accreditation Course
with Ibrahim Hasan

London
Manchester

24th & 25th May
25th & 26th October

A Home Office accredited two day course for those 
wanting to act as a SPoC for their organisation.

RIPA: Accessing Communications Data
Designated Person / Investigator Workshop

with Ibrahim Hasan

London
Manchester

17th May | 13th December
12th April | 1st December

An update for SPoCs and Designated Persons on 
the latest news and guidance in this area.
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The NHS Information Governance (IG) landscape is 
changing every day. The pressure to save money, the 

wide-ranging implications of the Health White Paper and 
the new powers and priorities given to the Information 
Commissioner mean that IG is now an NHS priority.

Act Now offers services in all areas of Information 
Governance to the NHS (and the wider public sector). We 
do not believe in generic, off-the-peg consultancy services 
– we want to work with you, using your own policies and 
procedures (or writing new ones for you), and addressing 
the challenges unique to your organisation. Everything we 
do with you will be based on local concerns, and the issues 
faced by your staff. Our consultants are experts in the field 
having worked for many years within and for the NHS.

Tackling the Toolkit
We offer a range of services to assist with completion of 
the Information Governance Toolkit, and to ensure that its 
requirements function as a useful and transformative process, 
not just a tick box exercise.

We offer:
• Assistance with data flow mapping, compiling and updating 
the information asset register, and confidentiality audits
• Specific tailored training for Information Asset Owners 
and SIROs and the Information Risk Assessment process, 
ensuring that you develop an integrated risk assessment 
culture, rather than simply hitting the levels required by CfH. 
You can use generic on-line training, but it teaches your staff 
nothing about how your organisation works, and what you 
might want them to do – we talk to your staff about what you 
need them to, and how you need them to respond
• Training for your Caldicott Guardian on managing the 
confidentiality agenda and having an active plan for your 
organisation
• Training for other staff on the IG front-line, including 
information sharing and information, access to records and 
record keeping
• Privacy Impact Assessments – we offer training and 
a practical process for carrying them out within your 
organisation

Beyond the Toolkit
Despite its merits as a framework for consistent good practice, 
the Information Governance Toolkit is not a guarantee of 
legal compliance. Your Toolkit scores do not buy immunity 
from enforcement action or complaints.  Act Now can assist 
with a number of areas to ensure that you comply with the 
law, and not just the Toolkit requirements.

Consultancy Services to the NHS
Service Transfer and Merger
We offer specific advice and training on the IG issues 
associated with the merger or transfer of services, including 
transferring records and data, clearing premises and informing 
the public. We can write policies, train staff involved, and 
check that your procedures are being carried out. Moving 
premises and transferring services carry a high degree of 
risk, and NHS bodies have been caught out in the past – we 
can help to prevent this.

Information Security
We offer physical security audits, a review of your policy 
and procedures, and specific projects like a review of your 
CCTV legal compliance, or information sharing and disposal 
procedures, as well as assistance with security breach 
management and advice when dealing with the Information 
Commissioner.

Taming FOI
Freedom of Information is a challenging and developing 
area – we offer NHS-focussed training for front-line staff 
and detailed coaching for FOI decision-makers. Act Now 
specialises in training on the Environmental Information 
Regulations, an area many public authorities still struggle to 
get to grips with. We can assist with advice on publication of 
data, applying the exemptions, and reviewing and improving 
your FOI processes.

Policy Drafting and Review
Working with your staff, we can draft new or review existing 
policies on a wide range of areas:
• Social Media Policy
• Acceptable Use Policy
• Records Management Policies and Procedures, including 
specific policies for the handling and audit of medical 
records
• FOI Policies and Procedures
• Data Protection Policies and Procedures, including handling 
requests for patient and staff records, CCTV and monitoring 
policies
• Risk Assessment Policies and Processes

Other Issues
If you would like to explore any other IG issues (e.g. 
dealing with difficult or violent individuals and sharing their 
information, information sharing with councils and others, 
planning for the transfer of work to GP consortia) we can 
help. Act Now has specific and recent experience of working 
in and with the NHS. We offer training and advice tailored 
to what you need, not what we offered to the last client.
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DISCLAIMER
The contents of this newsle�er are meant for you to consider on the basis of general discussion and not as advice or expert opinion (legal or otherwise).
You are advised to obtain professional legal advice on specific issues. Any liability (in negligence or otherwise) arising from you ac�ng or refraining from ac�ng 
on any informa�on contained in this newsle�er is excluded.
Copyright
This belongs to Act Now Training and we ask that anyone who wishes to subscribe does so via a form on our website. Your personal informa�on will only be 
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ACT NOW TRAINING LTD, 64 BRADFORD ROAD, DEWSBURY WF13 2DU
TEL 01924 451054, FAX 01924 451129

Act Now at your Service

Act Now Job Bank
The public sector budgets cuts have forced many 
organizations to reorganise and restructure their workforce. 
Act Now intends to maintain a list of information 
governance vacancies and job seekers with a view to doing 
some match making. This will be done with the consent 
of the parties and for no charge. If you are an information 
governance professional looking for a job or a public 
authority with a suitable vacancy, please get in touch with 
us. We will also advertise the vacancies in our newsletter 
and on our website for free.

Calling all Regional 
Networking Groups
We at Act Now Training recognise the valuable work done 
by regional DP and FOI networking groups. That is why 
for the last few years we have maintained a list of such 
groups and contacts on our website: 
http://www.actnow.org.uk/content/20

We understand that many groups have now progressed to 
setting up their own websites and bulletin boards. We are 
happy to list these for free on our website. To enable us to 
do this, please let us have updated information about your 
group including name, key contact, telephone number, 
e mail address and website/bulletin board details. If you 
would like us to list your events in our next newsletter 
please send us the details. 

Other services we can provide to groups include:

Speakers: From time to time we are requested to present 
short talks to regional groups. We are more than happy to 
do this free of charge. All we ask is that you pay our travel 
expenses and allow us to bring along some course flyers. If 
you would like a speaker for your next meeting please get 
in touch.

ISEB Courses: We are one of the UK’s leading providers 
of courses leading to the ISEB Certificates in Freedom of 
Information and Data Protection. Please see our website 
for our pass rates. In the current economic climate many 
networking groups are looking at more cost effective 
solutions for delivering ISEB training. You may wish to 
consider organising your own ISEB course with interested 
members at a venue convenient to them. This can work out 
to be up to 25% cheaper than sending delegates to one of 
our external courses. 

Connect with Act Now 
If you would like all the latest developments in 
Information Law delivered direct to your e mail or 
Smartphone then follow us on Twitter:

http://twitter.com/ActNowTraining

We are also 
on LinkedIn.

In House Training
Act Now trainers can also deliver in-house customised 
training at your site. At a time of increasing pressure on 
public sector budgets this may be the most cost effective 
solution to your training needs. 

In the last three months we have done in house training 
on FOI, EIR, DPA, Data Sharing and RIPA for, amongst 
others, the Association of Greater Manchester Authorities, 
North Yorkshire Fire and Rescue, Harrogate Council, 
Liverpool City Council, SILG Commercial Lawyers SIG, 
Kent County Council and many others.

If you would like a quote to bring the trainer to you please 
use our online enquiry form: 
http://www.actnow.org.uk/content/12



Act Now Training is the UK’s leading provider of seminars and workshops on all aspects of Data 
Protection, Freedom of Information, Surveillance Law and Records Management.

SPEAKERS Led by Ibrahim Hasan and Paul Simpkins (our directors), our speakers are well known 

information and surveillance law experts with many years of public sector experience.

ISEB Act Now is one of the UK’s leading providers of ISEB courses leading to the Certificate in Data 

Protection and Freedom of Information. We have an overall pass rate of 80%.

INHOUSE TRAINING We are the leading providers of in house (customised) training on all aspects of information 

and surveillance law. Our clients include most local authorities in the UK as well as many 

government departments, NHS bodies and public sector agencies.

ACCREDITATION All our workshops are accredited by the Solicitors Regulation Authority (SRA) and the Institute 

of Legal Executives (ILEX) for CPD Credits. Delegates also receive a certificate of attendance.

VENUES Act Now’s external workshops are held throughout the UK at top quality city centre hotels in 

London, Manchester, Bristol, Edinburgh and Belfast. Refreshments and lunch are provided on 

the day and courses run for a full day from 10am to 4pm.

MATERIALS All delegates receive a bound copy of all the training materials used on the day.

FOI PODCAST This is the only FOI podcast of it's kind in the UK and has been mentioned in The Times 

newspaper and numerous other blogs. In each episode Ibrahim discusses the latest decisions 

from the Information Commissioner and the Tribunal.

WEBCAST We run regular, free and interactive webcasts on the latest developments in information and 

surveillance law. These can be viewed live or at a later date from our website.

FIVE EASY WAYS TO BOOK

TELEPHONE 01924 451 054 POST Act Now Training Ltd
64 Bradford Road
Dewsbury
West Yorkshire
WF13 2DU

FAX 01924 451 129

ONLINE www.actnow.org.uk

EMAIL info@actnow.org.uk


