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ABOUT THIS DOCUMENT

The Regulation of Investigatory Powers Act 2000 (RIPA) came into force
2000. Part 2 of the Act provides a statutory framework regulating the ca
covert surveillance and the conduct or use of covert human intelligence source
by “relevant public authorities”. This includes, amongst others, local authorities;
emergency services and law enforcement agencies. These bodies are also subject to
regular inspection conducted by the Office of Surveillance Commissioners (OSC).

The lawful conduct of covert surveillance under RIPA
forms to be completed and authorised. Poor form fillin
authorities by the OSC. Up to now there has been no
important topic. Correct completion of the forms is also essen
advantage of the RIPA Shield (section 27 defence

The purpose of this document is to assist
Authorising Officers to complete the stag

This document takes into account the che e RIPA regime by the Home
Office, which came into for virtue of three new statutory
instruments:

e The Regulation of Inves i ance and Covert Human

Intelligence Sources) Ord

e The Regulation of Investigato uman Intelligence Sources:
Code of Practice) Order 2010,

Home Office RIPA form is reproduced with
int Calibri font. These forms are the latest versions

tates that public authorities may use these forms or adapt them, for
de corporate logos or images or to combine review and renewal, or
ancellation forms. However, if they adapt these forms for their own
ecord extra information that is not strictly necessary to ensure and

renewal ¢
purposes
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The only amendment we have made to the standard Home Office in this
document is that references to the old codes and statutory instrum

replaced with references to the new ones.
Procedure for Completing the RIPA Forms

1. Decide what types of surveillance you are doing by reference to the flowcharts
Appendix 1.

2. Check the Home Office RIPA website for any update
them:

e forms before completing

http://security.homeoffice.gov.uk/ripa/about-ripa/forms/index

3. Use this guidance to complete the appropr
also assist in this task:

a) The new Covert Surveillance Ca
b) The new Covert Human Inte ode of Practice
Both codes are available from the psite (see page 56).

c) The OSC Procedurg iuidance Dt af - This is only available directly
from the OSC (emai . 2X@0SC.gSIG

d) Your organisation’s Sury and Procec anual

4. Remember section 28(5) and of R an that only conduct set out in the
forms and which is authorised ca he subje 2 defence under section 27 (“the
RIPA Shielg he surveillance act is challeny court.

5. Once co . auld be to the Authorising Officer for approval. A
list of Autho Yfficers™e able from your organisation’s RIPA Co
ordinator.

. A copy of each comp
anisation’s Central Recc¢

orm should be sent to the person maintaining your
\uthorisations.
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LEGAL ADVICE

Surveillance law and related legislation is a very complex area. The
document are meant for you to consider as general guidance. It is not advi
(legal or otherwise) on any specific surveillance operation. You should ob
advice on your specific issues from a qualified solicitor in your legal department.

Any liability (in negligence or otherwise) arising from you acting or refraining to act as a
result of anything in this document is excluded.

COPYRIGHT TERMS
Please note that a lot of time and effort has been invested

document. Ibrahim Hasan owns and asserts all cemusiaht and
this document may be reproduced, stored in 2

eparation of this

However, where you have purchased i i of this document on CD
ROM, you have been granted a perps ser license to:

1. Upload this document or any part of | ' al intranet site or portal for the
sole use of your organis h cases you should add the
following wording on the ominent place:

“© lbrahim Hasan (2010)
Act Now Training - www.act : [ ining and Resources”

However hey show the origin of the
docume

gy
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Investigating Officer Mistakes

COMMON MISTAKES IN RIPA FORMS

(Highlighted by the OSC)

e Use of out of date Home Office forms

¢ Not quoting a unique reference number (URN)
e Copying wording from old authorisation forms
e Failing to give a detailed explanation of what the surveillanc

e Continuing to request authorisations for
removed by S| 2003/3171 (e.g. public s3

e Proportionality factors not fully consig

d on gr

4 and explaineg

e Collateral intrusion not fully consic nd explaineg

e Likelihood of obtaining Confidential Info
e Failing to send copies of

Authorising Officer Mistakes

y considered and explained

¢ Repetitive narrative and rubber [ roper consideration of all the facts

set out in the authorisation form

thermal image and infrared capability.
ing on how a surveillance operation is

conducted and th lon being granted. Therefore, a simple
authorisation for ‘cam ually insufficient.)

© lbrahim

sive methods have been considered and why
f the tactic selected
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Unique Reference Number

Part Il of the Regulation of Investigatory Powers Act 2
Application for Authorisation of Directed Surveillance

Sample Form with Notes to Assist Completion

This form is to be completed by an officer of the local authority seeking authorisation to carry out Directed
Surveillance. Before completing it please read section 2 of the Covertgurveillance Code of Practice. Once
completed, this form should be forwarded to the Authorising Offic roval and to complete box 12
onwards. If granted, the authorisation will last for three months.

Code of Practice/Code: This is the revised RIPA Covert Surveillance Code of Pra came into forc

on 6™ April 2010.

OSC Document: This is the Office of Surveillance Com ers’ Proce nd Guidance

can be obtained directly from the OSC (email: oscm osc.gsi.gov.u

Unique Reference Number (URN): This is a ref unique to each i al form but which also allows
the form to be matched with other forms i e investigati which are issued by the same
department. Some organisations devise a URN w ises ear, department initials, applicant
initials and investigation number. In soge cases the i artment allocates the URN whilst in
others this is done by the RIPA Co ordi here are no ast rules.

Public Authority
(including full address)

Name of Applicant Unit/B ivision

Full Address

Contact Details

Investigation/Operation
Name (if applicable)

Investigating Officer (if a person an the
ap )

re a third party (e.g. private detective agency or the police) is used to
pe authority or to give operational support, details of that
ded on this form. See paragraph 3.16 of the Code of Practice.
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Unique Reference Number

DETAILS OF APPLICATION '

1. Give rank or position of authorising officer in accordance with the Regulation of Investlgatory

(Directed Surveillance and Covert Human Intelligence Sources) Order 2010; No.521 2063;

Insert the name and position of the Authorising Officer. This is the person who will decide whether or not
Directed Surveillance should be authorised and will countersign this form. He/she must hold a rank in
accordance with the above Order (i.e. Director, Head of Service, Servig ager or equivalent). Care should
be taken to avoid more junior officers authorising surveillance. Each depx which makes regular use of
Directed Surveillance, will have officers appointed as such. If in doubt consu A Co-ordinator.

2. Describe the purpose of the specific operation or investig=2**

Explain the crime or disorder, which is being investigated npie V

e “Toinvestigate alleged acts of anti social beh;
®  “Toinvestigate and gather evidence of a pg i get.”
e  “Toinvestigate instances of illegal dumpi

If possible, include the relevant legislation that may be
the power/duty to investigate the matte

offenders and/or which gives you

3. Describe in detail the surveillan 1 to be autho 1 expected duration, including any
premises, vehicles or equipment (¢ ‘v.\ vinoculars, anc ar) that may be used.

Read the above carefully. Note the phra 9 de serefore a resg
camera and recording equipment will be inste ataf

hich merely states “Video
" will not be &dequate.

Your statement here needs to include what is go
do it, where they are do it and how they a

» be done;
ing to do it.

going to do it, when they are going to
r points to address here include:

e How long wi AlE
e Specific details ab€
e Which premises are to
e Which vehicles are to be
e What type of equipmentis to ©
is the capability of the equip
iavolved in the opera

s and ti
L and/or targe
) they public or private?

Re.g. covert cameras, audio devices

be used? e.g. zoom lense, remote controlled etc.

d what will be their role? e.g. private detectives, police

pecific times of the day or at random times?

powing where and how the surveillance will be conducted and
ill be installed.

the activities set ¢

his section. Therefore it pays to include lots of detail.

s: The exact position of the authorising officer should be given. For example, Head of Trading Standards.
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