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More Changes to RIPA 
 

By Ibrahim Hasan (January 2011) 
 

 
On 26th January 2011 the Home Office published its long awaited review of 
counter-terrorism and security powers overseen by Lord McDonald QC.  The 
main documents can be found on the Home Office website 
(http://twurl.nl/z132oa). 
 
Amongst all the headlines and controversy about control orders on suspected 
terrorists, it is easy to miss the proposed changes to local authorities' powers to 
carry out surveillance under the Regulation of Investigatory Powers Act 2000 
(RIPA). These changes will have a big impact on the work of in house lawyers 
and investigating officers. 
 
Background 
 
Before the 2010 General Election, both coalition parties promised to overhaul 
Part 2 of RIPA which regulates local authorities, amongst others, when 
conducting covert surveillance on citizens. They argued that such surveillance 
was often used to investigate minor offences and in a disproportionate manner. 
In June 2010 Big Brother Watch published a report criticising town hall officials 
for the routine use of RIPA powers. Examples given included officials “spying 
on” on parents to check they lived in a school catchment area and on 
homeowners to ensure they closed the lids on refuse bins.  
 
On 13th July 2010, the Home Secretary Theresa May announced a review 
"focusing on which security powers could be scaled back in order to restore the 
balance of civil liberties."  The Review, overseen by Lord McDonald QC (a 
Liberal Democrat peer and former Director of Public Prosecutions), covered six 
key areas including “the use of [RIPA] by local authorities, and access to 
communications data in general.” 
 
This was not welcome news for local authorities who were still trying to 
implement the changes to RIPA after the last review conducted by the Labour 
Government. That led to two new RIPA codes of practice and a new statutory 
instrument, which came into force on 6th April 2010 (See my previous article in 
the Local Government Lawyer entitled “Going Undercover” 
http://twurl.nl/hnp1v6). 
 
The Home Secretary agreed to report back on the findings of the Review in 
Autumn 2010. The Labour Party argued that the outcome was a forgone 
conclusion. This was not an unreasonable conclusion bearing in mind who was 
overseeing the review (a member of a party that has traditionally favoured the 
protection of civil liberties and against “the surveillance state”) as well as the 
commitment made in the document entitled, “The Coalition: Our Programme for 
Government”: 
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"We will ban the use of powers in the Regulation of Investigatory Powers 
Act (RIPA) by councils, unless they are signed off by a magistrate and 
required for stopping serious crime."     

 
On 26th January 2011 the Home Office published the outcome of the Review. 
The recommended changes, which have been endorsed by Lord McDonald, are 
as follows: 
 
1. Magistrate’s Approval 
 
When local authorities wish to conduct Directed Surveillance, deploy a Covert 
Human Intelligence Source (CHIS) (under Part 2 of RIPA) or acquire 
communications data (under Part 1 Chapter 2) they must seek approval from a 
Magistrate. This should be in addition to the authorisation needed presently 
from a local authority senior manager (at least Director level) and the more 
general oversight by elected councilors as set out in the new codes. 
 
Is it really practical for local authorities to make an application to a Magistrate 
each time they wish to follow a rogue trader or do a mobile phone subscriber 
check? We are still waiting for the detail as to precisely how this new approval 
process will work but already concerns have been expressed about the 
practicalities and the resource implications. 
 
Councilor Mehboob Khan, chair of the Local Government Association’s Safer 
and Stronger Communities Board, yesterday demanded that assurances are 
given that the process will be swift and that investigations will not be hindered. 
“In urgent cases, immediate access to a judge must be granted and all 
applications must be heard in private to prevent on-going operations from being 
undermined,” he said. 
 
2. Serious Offence Test 
 
The Home Office Review also recommends that where local authorities wish to 
use RIPA to authorise Directed Surveillance, this should be confined to cases 
where the offence under investigation carries a custodial sentence of six 
months or more.  
 
Directed Surveillance has been the subject of substantial debate and 
controversy. It is often conducted by local authorities to, amongst other things, 
investigate a benefit fraud or to collect evidence of anti-social behaviour. 
Typical methods include covertly following people, covertly taking photographs 
of them and using hidden cameras to record their movements. Introducing a six 
months imprisonment test will ensure that such techniques are no longer an 
option when local authorities are investigating “minor offences” such as dog 
fouling and littering.  
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There is an exception to this general rule though. The Review recommends that 
because of the importance of Directed Surveillance in corroborating 
investigations into underage sales of alcohol and tobacco, the Government 
should not seek to apply the threshold in these cases. This concession is a 
direct result of lobbying by the Local Government Association 
(http://www.lga.gov.uk/lga/core/page.do?pageId=16470818) and will be 
welcome news to trading standards officers. 
 
The Review also recommends that the six month threshold should not be 
applied to the two other surveillance techniques (Communications Data and 
CHIS) because of their more limited use and importance in specific types of 
investigation which do not attract a custodial sentence. 
 
3. Communications Data 
 
The ability of all public bodies, not just local authorities, to access 
communications data under Part 1 Chapter 2 of RIPA also came under scrutiny 
in the Review. Often these powers are used by, amongst others, benefit fraud 
investigators and trading standards officers to carry out mobile phone 
subscriber checks and to request itemised call records from communications 
service providers. Again these powers have often been misunderstood by the 
media and political parties, who feel they are yet another example of “Town Hall 
Snooping Laws.”  
 
The Review recommends that the process set out in Part 1 Chapter 2 of RIPA 
should be the only mechanism through which communications data is acquired 
by all public bodies. In effect all other powers should be repealed. This means 
that local authorities will no longer be able to use other powers to require 
access to communications data e.g. under trading standards and benefit fraud 
legislation. 
 
The Timetable  
 
According to the speech made by Theresa May in Parliament announcing the 
outcome of the Review,  there will be a revised RIPA “in the coming weeks”. 
The timetable is yet to be announced but there are indications that the changes 
to RIPA will be made via the Freedom Bill which is due to be published 
sometime in February. 
 
 
Conclusion 
 
Many local authorities will feel that the changes to RIPA are more about the 
Coalition Government wanting to be seen to take a tough stance on civil 
liberties rather than well placed concern about the misuse of RIPA powers. In 
any event most authorities only use the RIPA powers in a handful of cases each 
year when there is no other viable means of investigating offences. 
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Of course RIPA is only a 'shield' and the absence of a RIPA authorisation does 
not prevent the surveillance activity; a point often missed by politicians and the 
media. However, in the light of the ruling last year by the Investigatory Powers 
Tribunal (IPT) in the Poole Council case, it now seems that failure to follow 
RIPA procedures, even where it does not lead to a breach of human rights, 
could still lead to an adverse finding against a public body by the IPT (see my 
article http://www.actnow.org.uk/content/47). 
The changes to the RIPA regime recommended by the Home Office Review will 
have a profound impact on local authority investigators especially in Trading 
Standards, Environmental Health, Benefit Fraud and Licensing. It is also 
challenging time for local authority lawyers.  
 
Ibrahim Hasan is a solicitor and director of Act Now Training 
(www.actnow.org.uk). He runs free web seminars on all aspects of information 
and surveillance law which qualify for CPD Credits. 
 
 

RIPA and RIPSA: Covert Surveillance Update 

London  
Manchester  
Belfast  
Bristol  
Edinburgh 

11th April and 24th November  
10th May and 17th November  
19th May and 1st December  
26th May and 17th November  
14th April and 10th November 

An update on the latest developments in the law and practice of covert surveillance 
under RIPA and RIPSA. 

 

RIPA: Accessing Communications Data 
Designated Person / Investigator Workshop 

London  
Manchester  

17th May and 13th December  
12th April and 1st December 

A refresher/update for SPoCs and Designated Persons on the latest news and 
guidance in this area. 

 
 

RIPA GUIDANCE MANUAL- Version 3 (April 2010) 
 

Ibrahim Hasan has developed this detailed guidance on how to complete the standard 
Home Office RIPA forms for Directed Surveillance and CHIS. It is specifically tailored to 
the needs of local authorities whose surveillance operations differ from other RIPA 
authorities. All the forms are included from application, through to review, renewal and 
cancellation.  
 
The Guidance includes each RIPA form with:  

• Detailed notes on how to complete each section   

• References to the new RIPA Codes and Order  

• References to the OSC Procedures & Guidance Document  
 
PRICE Hard copy £199 plus vat | CD £299 plus vat 


